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O01me moJoKeHus

PesynbraTtoMm ocBoeHMs NMPO(HECCHOHAIBHOTO MOIYJS SIBISIETCS TOTOBHOCTH OOydaromierocs K
BBITIOJTHEHUIO ~ BHJA  Npo(ecCHOHATBLHON  jAedTenbHOCTH — 3ammra  WHPOpMAluud B
ABTOMAaTU3UPOBAHHBIX CHUCTEMAX IPOrPAMMHBIMHM M IPOrPAMMHO-ANNAPATHBIMU CPEICTBAMH U
COCTaBISIIONIUX €ro NPOPECCHOHANBHBIX KOMIICTCHIIMNA, a TakkKe OOIMe KOMICTCHIINH,

dbopMupyrolmecs B Mpoliecce OCBOCHUS OCHOBHON 00pa30BaTeNbHOM MPOrpaMMBbI B IIEJIOM.

Dopmoit aTTecTaluu 1o npodeccuoHaIbHOMY ~ MOIYJIIO  SIBJISETCS 9K3aMeH
(kBanuduKamoHHbIil). WTOrom JK3aMeHa SBISETCS  OJHO3HAYHOE  PEIICHUE:  «BUJ
npodeccuoHaNbHOM e TEIbHOCTH OCBOCH/HE OCBOCH).

Ox3aMeH  (kBaNu(UKALMOHHBIA)  MPOBOAUTCS B (opMe  BBINOJHEHHS  MPAKTHKO-

OPUEHTHUPOBAHHBIX 3aJaHUM.

1. ®opmbI KOHTPOJISI M OLIEHUBAHUSA JIEMEHTOB NMPO(eCCHOHATBHOT0 MOAY IS

DJIeMeHT MOJYJIsl

<I)0pMa KOHTPOJISI 1 ONCHUBAHUA

IIpome:xxyTounas Py0exubIii Texkymuii KOHTPOJIb
aTrecTranmsi KOHTPOJIb
M/IK.02.01. JubdepeHimpoBaHHbII KoHnTposbHas VY CTHBIE OTBETSI;
[IporpaMMHEIE 1 3auet (6 cemecTp) paborTa; DopMaTu30BaHHOE
IPOrpaMMHO- Oxs3ameH (7 cemectp) HaGMIOIEHHE 1 OlIEHKA

anmapaTHbIe CPeaCTBa
3alUThl HH)OPMAIHH

BBITTOJTHEHHUS M 3aLUTHI
NPaKTUIECKOUW PabOTHI;
TectupoBanue;
KoHTpo:nb BeIMOMHEHNS
CaMOCTOSITETbHON
paboTsr;

MJIK.02.02
Kpunrorpaduueckue
Cpe/ICTBA 3aIIUTHI
uHpOpMaLuu

HuddepennmpopanubIit
3aueT (6 cemecTp)

Y CTHBIE OTBETHI;
Dopmann30BaHHOE
HaOJroIeHe u
OIIEHKa
BBITIOJIHEHUS U
3aIUTHI
MPaKTUYECKON
paboTsr;

Y CTHBIEC OTBETHI;
dopmannzoBaHHOE
HaOJII0JICHUE U OIICHKA
BBITIOJTHEHHUS U 3aI[UTHI
MPAKTHYECKON paboTHI;
KoHTpob BBIIOTHEHHS
CaMOCTOSTEITLHOM
paborTsr;

OueHka pe3yabTaToB
BBITTOJTHCHUS

KOHTPOJIbHBIX paboT;
3ammTa KypcoBoi

paboTHI (KypCcOBOTO
MIPOEKTA);

VII. 02

JuddepeHunpoBaHHbII
3auer (7 cemecTphl)

OueHka pe3yabTaToB
BBITIOJTHEHUS 3aJaHUN
u ohopMIIeHUS
OTYETHOMN
JIOKYMEHTAIMH 110
yueOHO! MpaKTUKe

[T 02

JuddepenunpoBaHHbII

O1eHKa BLIIOJTHEHUSA




3auet (8 cemectp)

pabot u ohopmieHus
OTYETHOMN
JIOKYMEHTAIlM1 Ha
MIPOU3BOJACTBEHHOMN
MIPaKTHUKE

[TpodeccuonanbHplit
moayib [IM.02

DK3aMeH (KBaau(hUKAITMOHHBIH )

2. Pe3yJ'ILTaTLI OCBOCHUA MOAYJIfA, MOAJICKAIIME IIPOBEPKE HA IK3AMECHE

(kBaIU(PUKAITMOHHOM)

2.1. B pe3ynbpTaTe arTecTalMy 10 NPOPEeCcCUOHATBHOMY MOIYIIIO OCYILIECTBISETCS

KOMILJIEKCHAsI TPOBEPKaA CICTYIOIUX MPOPECCHOHATBHBIX U OOIINX KOMIETEHIIHIA:

IIpodeccnonanbubie U 001IME
KOMIIeTEeHI[UH

Iloka3aresn oeHKH pe3yJjbTartra

I1K 2.1. OcymiecTBasiTh yCTaHOBKY U
HACTPOWKY OTIENBHBIX POTPAMMHBIX,
IpOrpaMMHO-aNIapaTHBIX CPEJCTB 3aLUThHI
uHpopmanuu

YCTaHaBJIUBAET NMPOrPaMMHBIE U TIPOTPaMMHO-
anmapaTHble CPeICTBA 3aUThI HH(pOpMauy,
HacTpauBaeT MPOTrpaMMHBIE U TIPOTPaMMHO-
anmapaTHble CpeICTBa 3aKUThI HH(pOpMauy,
MIPUMEHSAET MPOTrPaMMHBIE H ITPOrPaMMHO-
annaparHbIe CPEICTBA 3alIUTHI UHPOPMAIUH, B
TOM YHCJIE, B ONIEPALlMOHHBIX CUCTEMAX,
KOMITBIOTEPHBIX CETSIX, 0a3ax JaHHBIX.

1K 2.2. ObecneunBaTh 3amUTy HHPOPMALTUU
B aBTOMAaTH3HPOBAHHBIX CHCTEMAaxX
OTAEIBHBIMHU IIPOrPAMMHBIMH, TIPOTPAMMHO-
anmapaTHbIMH CPEJCTBAMHU.

YyCTaHABIIMBAET CPEACTBA AaHTUBUPYCHOM 3alllUTHI,
HACTpaMBaeT CPE/ICTBA AHTHBUPYCHOM 3aIUTHI B
COOTBCTCTBUU C MPEABABIACMBIMU TpC6OBaHI/IﬂMI/I;
yCTaHaBJIMBAET POTPAMMHBIE ¥ IPOTPaMMHO-
arnmnapaTHbIe CPECTBA 3alUTh HH(pOpPMaIIUY;
HACTpauBaeT IMPOrpaMMHEIE U IIPOTPaMMHO-
anmnapaTHbIE CPEJCTBA 3aIUTHl HHPOpMALUH;
MIPUMEHSET CUCTEMBI KOHTPOJIS U YIIPABJICHUS
JOCTYIIOM JIJIsI 3aIIUTHI HH(OpMaLum;

NPOBEPSET BHINIOJIHEHHE TPEOOBAHUI 1O 3aIUTE
WHPOPMAIIUK OT HECAHKITMOHHUPOBAHHOTO JIOCTYIIA
NP aTTECTAlK 00BEKTOB MH(OpMATH3ALINH IO
TpeboBaHUsIM 0e30MaCHOCTH HH(OPMAIINY;

1K 2.3. OcyuiecTBisTh TECTUPOBAHUE
(GYHKINH OTAETHHBIX TPOTPAMMHBIX H
IPOTPAaMMHO-aIMapaTHBIX CPEJCTB 3aITUTHI
uH(popMalun

MIPOBOJUT JUArHOCTUKY IIPOrpaMMHO-aIapaTHBIX
CpEJICTB 3aIUThI HH(OpMALHH,

yCTpaHsIeT 0TKa3bl B paboTe MporpaMMHO-
anmapaTHBIX CPEJCTB 3alUThl HH(pOpMAaIHH,
obecreunBaeT pabOTOCTIOCOOHOCTH TIPOTPAaMMHO-
arnmnapaTHbIX CPEICTB 3alUThl HH()OPMAIIUH;
TecTHpyeT (YHKIUHU NMPOrpaMMHO-aNNapaTHBIX
CpPEeJICTB 3alUThl HH)OpMAIINK;
BOCCTaHABIUBAET pabOTOCIIOCOOHOCTH
MPOrPaMMHBIX U MPOrPaMMHO-aNIapaTHBIX
CPEJICTB 3alIUThl HH(OpMAIIHH.

[1K 2.4. OcymiecTBnsaTh 00pabOTKy, XpaHEHUE

MMPUMCHACT CUMMCTPUYHBIC U ACUMMCTPUYHLIC




U repenavy UHGOpMAIH OTPaHUIEHHOTO
JIOCTyIIa

KpunTorpaduyeckie aJropuTMbl U CPEICTBA
UG POBaHUS TaHHBIX;

MPUMEHSCT POTPAMMHBIE U TTPOrPaMMHO-
anmaparHbIe CPEJICTBA JUIs 3allUThl HHPOPMAITUH
B 0a3ax JaHHBIX;

MPOBEPSIET BHINIOJIHCHHUE TPEOOBAHUH 110 3aIIUTE
WHPOPMAITUH OT HECAHKITMOHHUPOBAHHOTO JIOCTYIIA
MIPH aTTECTAlUU 00BEKTOB HHPOPMATH3AIIMH T10
TpeOOBaHMAM 0€301MaCHOCTH HHPOPMAIIHNH;
MPUMEHSIET MaTeMAaTUIeCKUH armapat Juis
BBITIOJTHEHUS KPUNITOrpahUIeCKUX
npeoOpa3oBaHuiL;

WCIIOJIB3YET TUIOBBIC MPOTPaMMHBIC
KpunTorpadguyeckre CpelICTBa, B TOM YHCIIC
AIIEKTPOHHYIO MOJITHUCH.

[1K 2.5. YanuTo)XaTh HHPOPMAITHIO U
HOCHTETH HH(POPMAIIHH C UCTIOTB30BAHUEM
MIPOrpaMMHBIX U TPOTrPaMMHO-aNNapaTHBIX
CpenCcTB

BeZIeT YUET nHpopMaIyu, Uik KOTOPOi
YCTaHOBJIEH PEXHUM KOH(PUICHINATBEHOCTH;
o0OpabaTsiBaeT HHPOPMAIIHIO, I KOTOPOH
YCTaHOBJICH PEIKUM KOH(PHUICHI[MATLHOCTH;
obecrieunBaeT HaIe)KHOE XpaHEHNE MH(POPMAIIHH,
JII1 KOTOPOM YCTAaHOBJIEH PEKUM
KOH(UICHIINATHHOCTH;

nepeaaeT HHPOPMALIUIO, U KOTOPOH YCTaHOBJICH
PEKUM KOHPHUIICHIIMATBHOCTH, C COOII0IEHIEM
YCTAHOBJICHHBIX TPEOOBAHMIA;

MMPUMCHSCT CPEACTBA rapaHTUPOBAHHOT'O
YHHYTOXKEHUS HHPOPMALIUH.

[1K 2.6. OcymecTBasATh PETUCTPALIUIO
OCHOBHBIX COOBITHI B aBTOMAaTU3UPOBAHHBIX
(MHQOPMAIIMOHHBIX ) CHCTEMaX, B TOM YHCIIE C
HCIIOJIb30BaHNEM TIPOTPAMMHBIX U
MIPOrPaMMHO-AIIIAPATHBIX CPEJICTB
OoOHapyXeHHUs, IPEAYIPEKICHUS U
JUKBHJIAIIUY TTOCIIC/ICTBUH KOMITBIOTEPHBIX
aTak

paboTaeT ¢ moJCHCTEMaMH PETUCTPALIUN COOBITHH;
BBIABIISICT CO6BITI/I$I 1 MHIIUACHTbBI 0€e30IMacHOCTH B
ABTOMAaTH3HPOBAHHOM CHUCTEME;

yCTaHaBJIMBAET POTPAMMHBIE ¥ IPOTPaMMHO-
arnmnapaTHbIe CPECTBA 3alUTh HH(pOpPMALIUY;
HaCTpauBaeT MPOrPaMMHBIE U TPOTPAMMHO-
arnmnapaTHbIe CPECTBA 3alUTh HH(pOpPMaIIUY;
NPUMEHSET IPOrPaMMHBIE ¥ IPOTPaMMHO-
anmnapaTHbIE CPEJCTBA 3aIUThI HHPOpMAINY;
OCYILIECTBIISIET MOHUTOPHHT U PETUCTPAIIHIO
CBEJICHNH, HEOOXOIUMBIX IS 3aLIUTHl OOBEKTOB
WH(POPMATH3AIHNH, B TOM YUCIIE C UCTIOJIL30BAaHHEM
IMPpOrpaMMHBLIX U IPOTPaMMHO-aIIapaTHbIX
Cpe/CTB OOHAPYKEHHUS, IPETYTIPEKICHUS U

JIMKBU Al HOCHG}ICTBI/Iﬁ KOMITBIOTCPHBIX aTakK.

OK 01. Beibupatb criocoObl penieHus 3agau
poeCCHOHAIBHON e TETHHOCTH,
NPUMEHHUTEIHHO K Pa3IMYHBIM KOHTEKCTAM

pacmo3HaeT 331a4y W/Wim npoodiieMy B
po(hecCHOHATBPHOM KOHTEKCTE;

aHAIM3UPYET 3a]a4y W/ WU MPOOJIeMy U BbIICISCT
e€ COCTaBHBIC YaCTH;

OTIPENIETISIET ITAIBI PEIICHUS 3a/1a4H;

BBISIBIISICT U OCYHIGCTBJ'I}ICT IIOUCK I/IH(i)OpMaHI/II/I,
HEOOXOJUMOH JIJIsl pelICHUs 3a7a9u U/ 1N
MPOOJIEMBI;




COCTABIISIET IUIaH JICHCTBHS, ONPEICIIICT
HEO0XOUMBIE PECYPCHI;

BJIQJICCT aKTyaJIbHBIMU METOaMHU Pa0OTHI B
PO eCCHOHATILHON B CMEXHBIX cepax;
peam3yeT cOCTaBIeHHBIH IJIaH;

OIICHUBAET PE3YNbTAT U IMOCIIEICTBHS CBOUX
JIIEWCTBUH, BEIAEISIET B HEM CUIIBHBIE U ClIa0bIe
CTOPOHBI

OK 02. OcymiecTBISTh MOUCK, aHATIU3 U
MHTEpHpeTannio HHPOPMALIUU, HEOOXOAUMOM
JUISL BBITIOJIHEHUS 3a]1a4 PO eCCHOHATBHOM
JeSITeIbHOCTH

ompeeNseT 3aJa4u MoucKa HHPOPMAIIH;
orpeaessieT HeoOX0ANMBbIE HCTOYHUKI
WHpOPMaLUH;

IUTAaHUPYET TPOLIECC ITONCKA;

CTPYKTYpUPYET MOIy4aeMyt0 HHPOPMAIHIIO B
COOTBETCTBHH C MapaMeTpaMH MIOUCKa,
BBIZIEIISIET HAHOOJIee 3HAUNMOE B TIEpPEIHE
WHPOPMAITUH;

OLICHMBAET MPAKTUYECKYIO 3HAYNMOCTb
PE3yJIbTAaTOB ITOHCKA,;

WHTEPIPETUPYET NOTYUYCHHYIO HHQOpMAIIHIO B
KOHTEKCTE MPO(eCcCHOHANBHOH AeATeTbHOCTH;
o(opMIISIET pe3yNIbTAThI TOUCKA

OK 03. ITnanupoBath U peaan30BbIBaTh
cOOCTBEHHOE PO(ECCHOHATBHOE U
JMYHOCTHOE Pa3BUTHE

UCTIONIB3YET aKTyalbHYI0 HOPMAaTHBHO-TIPABOBYIO
JOKYMEHTAIIMIO TI0 CIIEIUATbHOCTH;

MPUMEHSIET COBPEMEHHYIO HayqHO
npodeccnoHaTbHYI0 TEPMUHOJIOTHIO;
oTpeJieNIseT aKTyaJIbHOCTh HOPMAaTHBHO-TTPABOBON
JIOKYMEHTAIMX B MPO(HEeCCHOHATBHOM
JeATeILHOCTH;

BBICTPAaNBAET TPACKTOPHU NMPO(ECCHOHATLHOTO H
JMYHOCTHOTO Pa3BUTHS,

y4JacTBYeT B KOHKypcax npo(hecCHOHAIBHOTO
MacTepCTBa;

y4acTBYeT B MEPONPHATHSIX MPOPECCHOHATEHON
HanpaBJIEHHOCTH (BEOMHAPHI, CEMUHAPEI,
KOH()EPEHIIUH, KPYTIIbIe CTOJNBI, (GOPYMBI U T.11.)

OK 04. PaboTaTh B KOJUIEKTHBE M KOMaH/IE,
3¢ (HeKTUBHO B3aMMOEHCTBOBATH C
KOJIJIEraMH, PYKOBOJICTBOM, KITHEHTaMHU

YUYacTBYET B JIJIOBOM OOIIEHHUH JIJIs

3¢ (EeKTUBHOTO PEIICHHUs JCIOBBIX 3a/1a4;
TUTAHUPYET MPO(HECCHOHATIBHYIO e TSIbHOCTD;
opraHusyet paboTy KOJJICKTHBA M KOMaH/IbI;
B3aMMOJIEHCTBYET C KOJIJIETAMHU, PYKOBOJICTBOM,
KITHCHTaMH,

IIPH TPYIITIOBOM OOCYJICHHH 331a€T BOIIPOCHI JUIsI
MMOHMMAHUS UJIeH APYTUX;

IIPU TPYIIIIOBOM OOCYXJIEHUHU: YOSKAAETCsI, UTO
KOJIJIETH 110 TPYIITIE MOHSIH MPEIIOKEHHYIO HICHO;
Y4acTBYET B ICATEILHOCTH 1O BBISBICHUIO
peCypcoB KOMaH/IbI;

aHAIM3UPYET pabOTy YWICHOB TPYIIIHL;
aHaJIM3UPYET PE3yJIbTaThl BRIOJHEHHOTO 33/1aHUS;
MIPE3CHTYET Pe3yIbTaThl pA0OTHI TPYIIIIHI;




3alMIIacT MOJYUYCHHBIC KOMaHI[Oﬁ PE3YyJIbTAThI.

OK 05. OcyiiecTBisTh YCTHYIO U MTUCbMEHHYIO
KOMMYHHUKAIIMIO Ha TOCYAapCTBEHHOM SI3BIKE C
Y4€TOM OCOOEHHOCTEHN COIMAIIBHOTO U
KyJIBTYPHOI'O KOHTEKCTa

IpaMOTHO (YCTHO M MHCHBMEHHO) M3JIaracT CBOM
MBICJIH IO TIpo(hecCHOHaIbHOM TeMaThuKe Ha
TOCYJIapCTBEHHOM SI3BIKE;

MPOSIBJIICT TOJICPAHTHOCTh B paboueM KOJIJICKTHBE;
M3BJIEKaeT U3 YCTHOW pedr (MOHOJIOT, TUaJIoT,
JIUCKYCCHS) HYXKHYI0 HH(OPMAIIIO 1 JIOTHIECKHE
CBSI3U, OPTaHU3YIOIIUE 3TY HH(OPMALIHUIO,
TpaMOTHO 0(OPMIISET JOKYMEHTHI Ha
TOCYJIApPCTBEHHOM SI3BIKE;

KOPPEKTHO 00IIaeTCsl ¢ MPenoAaBaTeNsiMi 1
OJTHOTPYTIITHUKAMU;

coOMoJaeT 3aJaHHbIH JKaHP BBHICKa3bIBAHUS
(cmy»xeOHBII JOKIIa/l, BRICTYIJICHHUE Ha COBEIIAHUH
/ coOpaHuH, Ipe3eHTaIHs ToBapa / yCIyT);
KOPPEKTHO OTBEYaeT Ha BOIIPOCHI, HAIIPaBJICHHbIE
Ha BBEIICHEHHE MHEHUS (TIO3HITHH ),

3aj1aeT YETKO COPMYITUPOBAHHBIC BOMPOCHI,
HaIllpaBJICHHBIC HA IIOJYYCHUC H€O6XOI[HMOI>'I
WH(pOPMAITIH.

OK 06. ITposiBIsATE Tpak1aHCKO-
HaTPUOTUYECKYIO MO3ULHIO, IEMOHCTPUPOBATh
0CO3HAHHOE MTOBE/IEHUE Ha OCHOBE
TPaJULIMOHHBIX O0IIEYeIOBEYECKHX
LEHHOCTEMH.

cOO0JII0JaeT HOPMBI MTOBEJICHHUS BO BpeMsl Y4€OHBIX
3aHSATHI ¥ IPOXOXKICHUS YIeOHOH 1
MIPOU3BOACTBEHHO NPaKTHK;

MMOHUMATh 3HAYUMOCTh CBOEH CIIEeIIHaIbHOCTH;
JIEMOHCTPHPYET NOBEICHNE HA OCHOBE
o011e4enoBeYeCcKUX IEHHOCTEH

OK 07. CopeiicTBOBaTh COXPAHEHUIO
OKpYXKarolllel CpeJibl, peCypcocOepexeHHIO,
3¢ (PEeKTUBHO AEHCTBOBATH B UPE3BBHIYAITHBIX
CUTYalLUsX.

3¢ (EeKTUBHOCTD BBITIOJIHECHUS MPABUI TEXHUKHU
0€301acHOCTH BO BpeMsl YU€OHBIX 3aHATHIA, TIPU
MPOXO0XICHUU YIeOHOM U IPOU3BOICTBEHHON
MPaKTHK;

WCIIONIB3YET pecypcocOeperaromue TEXHOJIOTHH B
npodecCHOHANBEHON IeATENFHOCTH, Ha pabodeM
MecTe.

OK 09. Ucnonb3oBaTh HHPOPMALIMOHHBIE
TEXHOJIOTUH B MTPO(PECCHOHATLHON
JeSITebHOCTH

OpHEHTUPYETCS B UHPOPMALUOHHO-
KOMMYHUKAIIMOHHBIX TEXHOJIOTHUAX, IPUMEHIEMBIX
B Ipo)ecCHOHABHOM JIeSITENbHOCTH;

MPUMEHSIET CPEICTBA MHPOPMATH3AINHN 1
MH(POPMALMOHHBIX TEXHOJIOTUH I Pealn3aluu
npodecCHOHAIBHON IEATENIbHOCTH;

B IPOeCCHOHANTLHOM JIeITETbHOCTH HCIIONBb3yeT
COBPEMEHHOE NIPOrpaMMHOE 00ECTICUEHHE;
npezcTaBiseT HHPOPMAIIUIO B pa3IMIHbIX (opMax
C MCIIOJIb30BAaHUEM PA3HOOOPA3HOTO
MPOrPaMMHOT0 O0eCIIeUeHH s

CMOCOOEH aAanTUPOBATHCS B HOBBIX IPOTPAMMHBIX
MPOAYKTaXx.

OK 10. [Tonp30oBaTbes mpodeccnoHaIbHON
JOKYMEHTaIUeH Ha TOCy1apCTBEHHOM U
MHOCTPAaHHOM SI3bIKE

TOHMMATh OOIIHIA CMBICI YETKO ITPOM3HECEHHBIX
BBICKA3bIBAHUI HA U3BECTHBIC TEMBI
(mpoteccronanbHbBIE U OBITOBEIE);

MOHMMAeT TEKCThI Ha 6a30Bbie MPOdecCHOHAIbHbIC




TEMBEI,

SI3BIKE;

MPUMEHSIET B MPO(ECCUOHATBHOM AEATEILHOCTH
HMHCTPYKIIUHU HAa TOCYJAPCTBEHHOM U HHOCTPAHHOM

CTPOMT MPOCTHIE BHICKA3BIBAHUS O ce0e 1 0 CBOCH
po(heCCUOHANBHON JIEATEIILHOCTH;

MUIIET MPOCThIC CBA3HBIC COOOIIECHHS HA 3HAKOMEBIC
WM UHTEPECYIOIINE MPOPECCUOHATLHBIC TEMBI.

2.2. O6mue/npodeccnoHaIbHbIe KOMIIETCHIIUH, TPOBEPSIEMbIE JOMOTHUTEIHHO:

OCHOBHBIE TOKA3aTEN

JlonomHuTenbHbIE POPMBI KOHTPOJIIS

pe3yiabTaTta [Toprdo- | Kypcosoe | IIpomexxyTou
OK JMO IIPOEKTUP Hast
OBaHUE arTecTanus
110 IPAKTUKE
OK 01. Beibupats — BBIOpaHHBIHN CIIOCOO - + -
CIocoObI peleHus 3a1a4 pEIICHUS 3aa4i
npodeccnoHaIbHON apryMEHTHPOBAH;
JIeSITENIbHOCTH, — JIOKa3aHa
IPUMEHHUTENBHO K OINITUMAJILHOCTh
Pa3IMYHBIM KOHTCKCTaM BLI6paHHOFO cooco0a
pelieHus
IPUMEHHUTENBHO K
KOHTEKCTY TEMaTHKH
KYpCOBOTI'O IIPOEKTA
OK 03. ITnanupoBats u — HaJU4HE JUIIOMOB, + - +
peaan30BbIBATH rpamMoT U CEpTUPHUKATOB
coOCTBEHHOE y4acTusi B MEPOIPUSITHSIX
npodeccuoHaIbHOE U 0 CTIeTIHATbHOCTH;
JMYHOCTHOE Pa3BUTHE — HaJM4ue JUILIOMOB,
rpamMoT U CepTUPHUKATOB
Y4acCTHS B MEPOTIPUATHSIX
1o (hOpMUPOBAHHIO
SoftSkills;
— TIOJIOKUTEJIbHBIN
OT3BIB PyKOBOJUTEIS
IIPOU3BOCTBEHHOMN
HPAKTUKH.
OK 05. OcymiecTBIsITh — TOSICHUTEIbHAS - + -
YCTHYIO U TUCbMEHHYIO 3anucka opopMiIeHa
KOMMYHHKAIIHIO Ha rpaMOTHO Ha
roCyIapCTBEHHOM SI3BIKE C | TOCYIAPCTBEHHOM SI3BIKE;
y4eTOM 0COOEHHOCTEH — BBIIEP)KAH HAYYHBIN
COIMAJIbHOTO U CTHJIb U3JI0KEHUS
KYJIBTYPHOI'O KOHTCKCTa MaTepHaia,
OK 09. Ucnonb30BaTh — B IIporecce - + -
UH(POPMAaIMOHHbIE MIOJITOTOBKH
TE€XHOJIOTHH B MOSICHUTENILHON 3aITUCKH
npodeccuoHaIbHON P PEKTHBHO
JeSITEIIbBHOCTH UCIIOJIb30BATHCH

pa3ianuHble 0UCHBIE
IIPWIOKEHUS AJIs




00pabOTKH TEKCTOBOH,
YHCIOBOM MH(pOpMALNU;
— 3amMTa KypcoBOTo
MpPOEeKTa
OCYILECTBIISLIACH C
HCIIOJIb30BaHUEM
MPE3EHTAlUOHHOU

rpaduku.

OK 10. ITonp30Batbcs — CIHMCOK JINTEPATYPhI - + -
poQeCcCHOHaNbLHOM COJEPKUT UCTOYHUKU
JIOKyMEHTAIUEN Ha KakK Ha PyCCKOM, TaK U Ha
ToCyaapCTBCHHOM U HHOCTPAHHBIX SA3BIKAX.
MHOCTPAHHOM SI3bIKE

2.3. TpeboBanus k moptdonmo

Tun noprdoamno: cMelIaHHbIH.

CocraB noptdonmo:
—  JUIUIOMBL, TPAMOThI U CePTH(HUKATBI YIACTUSI B MEPOIIPHUATHSIX MPO(eCcCHOHATBHON
HAIPABJICHHOCTH;
— JMIJIOMBI, TPAMOTHI M CePTU(UKATHI y4aCTUsI B MEPOIIPHUATHUSAX 110 (POPMUPOBAHUIO

SoftSkills;

—  OT3BIBBI, XapaKTEPUCTUKHU C TIPOU3BOJICTBEHHBIX MTPAKTUK
3. OueHka ocBoeHHs MPoGecCHOHATHHOT0 MOIYJIA

3.1. Tunossle 3aganus 11 Tekyiiero koutpois no M/IK.02.01. Ilporpammubie u
NMPOrpaMMHO-aNNAaPaTHBIE CPeICTBA 3aIMTHI HHPOPMANH

1) Tect
1)NudopmarrionHast 6€30MacHOCTh — 3TO COCTOSIHUE

1. KonpuaeHuuansHOCTH, HENPEPBIBHOCTH, JOCTYITHOCTH
2. JlocTynHOCTH, IETOCTHOCTH, KOH(PHICHIIMATbHOCTH

3. HenpepbIBHOCTH, JOCTYITHOCTH, LIEIOCTHOCTH

4. IlenocTHOCTH, HAJIEKHOCTH, KOH(UAECHIINATILHOCTH

2) TexHuueckoe, MPOrpaMMHOE CPEICTBO, BEIIECTBO U MaTepHall, pelHa3HaueHHbIE WU
MCIIOJIb3YEMbIE JJIs 3alUThl MH(OpMaLUn

1. Cuctema 3amuThl H”HGOPMAIIMH aBTOMATH3UPOBAHHOW CHCTEMBI
2. Cucrema 3amuThl HHGOpMALUU
3. CpeactBo 3aUThl HTHPOPMAIUU

3) [Ipouenypa mpoBepKH MOTHHHOCTH
1. Unentuduxamms

2. AyreHtuduxanus
3. ABTopu3zanus




4) Cucrema, cocTosiIias U3 nepcoHaia U KOMIUIEKCa CPEICTB aBTOMAaTH3aIUH €T0 JIeATEIbHOCTH,
peanuzyroniasi HHPOPMAIIMOHHYIO TEXHOJIOTHUIO BBITIOJHEHUS! YCTAHOBIEHHBIX ()YHKIUI.

1. ABTOMaTnueckas cucrema

2. ABTOMaTU3UpOBaHHAs CUCTEMA

3. Uadopmanmonnas cucrema

4. Cucrema KOHTPOJIS U YIPaBIEHUS 10CTYIIOM

5) O0BEeKTOM 3aIUTHI HHPOPMAITUN MOTYT SIBISATHCS

1. Komnbrorep, KOMIBIOTEPHBIE CETH, 0a3bl TaHHBIX
2. adopMalnoHHbIE CUCTEMBI, TICUXOJIOTHYECKOE COCTOSIHUE TTOJIb30BaTeNeH
3. bu3Hec-opueHTUPOBAHHBIE, KOMMEPUYECKHE CUCTEMBI

6) UcTtounuk aectabMIM3UpYIOIIEro BO3ACHCTBUS HAa MHPOPMAIIHIO

1. Bymaxknbsle HocuTenu uHGOpMaIuu
2. USB -ycrpoiicTBa
3. TpynoBoii noroBop paboTHHKA

7) K BHeLIHeMy HapyIIUTEIIO OTHOCSTCS

1. CTyneHThl, MPOXOISLINE IPAKTUKY
2. IlocTaBimuky 000pya0BaHUS

3. PykoBogurenu

4. Otnen kaapoB

8) HCI — ato

1. Hoctyn k nHOpMaLMy, OCYIIECTBISEMBbIN C HAPYILIEHUEM YCTaHOBJIEHHBIX NPaB U
IIPaBWJI AOCTYTIA.

2. Pa3pyiienue wiv NoBpexAeHUEe MOMEIEHUS A1 IPOTUBO3aKOHHOTO TPOHUKHOBEHUS B
HUX WJIM BBIXOJA U3 HUX.

3. BO3MO>XHOCTh MPOHUKHOBEHHS B COOTBETCTBUU C YCTAHOBJIEHHBIMH NPaBUIAMU U
HOpMaMH.

4. CocrostHue UH(pOpMalMu, IpU KOTOPOM CYOBEKTHI, UMEIOIINE ITpaBa I0CTya, MOT'YT
peaIn30BbIBaTh UX OECIIPENSITCTBEHHO.

9) 'mnepBu3zop - 3T0

1. D10 MeXaHU3M CO3J]aHKs BUPTYaJIbHOIO MPEACTaBIECHUS PECypCcoB 0€3 MPUBSI3KU K
anmnapaTHoMy 00ecIe4YeHHUIO.

2. TexHos0THs pa3BepThIBAHUS MPOTrPAMMHOI0 o0ecTeyeH s Ha (PU3HUECKOM
000py/1I0BaHUU C UCTIOIH30BAaHUEM BUPTYaIU3al1U.

3. BoieneHHbIH UK CTIeIUATU3UPOBAaHHbIN KOMIBIOTEP [Tl BHITTIOJIHEHUS! CEPBUCHOTO
MIPOTrPaMMHOTO 00ecTIeueHUs

10) Yro siBnsieTcs U3 mepeurcIeHHOro BpeoHoCHbIM 110

1. Backdoors, Pyrkur

2. Pyrkut, daemon tl

3. 3arpy3uuk, Metasploit
4. TposiH, Nmap



11) Ckonbko cymectByeT kinaccoB AC

PO
- = © 0

0
1

12) IlpuBenute mpuMepsI MPOTPaMMHBIX, allllapaTHBIX U IPOrPaMMHO-AMIapaTHBIX CPEICTB
3alUThl HHQOPMAIHH

13) Hanumure, Kak IPOMCXOAUT MPOLECC ayTeHTHU(PUKAIUH, UICHTU(DUKALIUN, aBTOPU3ALUU
14) Hanumute OCHOBHBIE TOKYMEHTHI B 00J1aCTH 3alIUThI HH(OPMaLIUU
15) Hanumute ocHOBHBIE MOJIENIN O€30MaCHOCTH UH(POPMAIIUH U OTIUYHS MEXKAY HUMU

16) Onumute Ha BBIOOP 3 m00BIX BpenoHOCHBIX [1O (4To U3 ceds mpencTaBisieT, 4eM OmaceH) u
KaK OT HUX 3alllUTUTHCA

2)Bonpocsl 11l YCTHOTO OIIPOCA MO0 TeMaM
Kputepumn onenku

«OTIUYHO» CTaBUTCS, €CIIN:

- JaH TOJIHBIM, pPa3BEpHYTHIH OTBET HA IOCTABICHHBIA BOIMPOC, TOKa3aHa COBOKYIHOCTb
OCO3HAHHBIX 3HAHUI O MaTepuaiax, TEXHOJOTUIX U3YUCHUS;

- IOKa3aTeJIbHO PACKPBITHl OCHOBHBIC MTOHSATHS, TEPMUHBI H JIP.;

- B OTBET€ OTCIEXKHUBACTCS  YeTKas CTPYKTypa, BBICTPOCHHAass B  JIOTHYECKOM
MMOCJIEIOBATENLHOCTH;

- OTBET U3JIOKEH TPAMOTHBIM SI3bIKOM;

- Ha BO3HMKIINE BOIIPOCHI JaBAJIUCh YETKUE, KOHKPETHBIE OTBETHI, TIOKA3bIBasi YMEHUE BBIACISATH
CYIIIECTBEHHBIC U HECYIIECTBEHHbIE MOMEHTHI MaTepHUaa.

«XOpo1Io» CTaBUTCS, ECIIH:

- JlaH TIOJHBIM, Pa3BEPHYTHIA OTBET Ha IIOCTABIEHHBIN BOIPOC, MOKA3aHO YMEHME BBIACIATH
CYIICCTBCHHBIC 1 HCCYICCTBCHHBIC MOMCHTEI MaTCpuraia,

- OTBET YETKO CTPYKTYPUPOBAH, BBICTPOEH B JIOTUUECKOU ITOCIIEN0BATEIBHOCTH;

- U3JIOKCH I'PaMOTHBIM A3BIKOM;

- 0JIHAKO OBLIM JOMYIIEHbl HETOYHOCTH B ONPEAETICHUN TOHATHH, TEPMUHOB U Jp.

«Y IOBIIETBOPUTETHLHOY CTABUTCSI, €CIIH:

- JIaH HETIOJIHBIN OTBET Ha TMOCTaBJICHHBINA BOMPOC, JIOTHKA U TMOCIEJOBATEILHOCTD H3JIOKCHHS
HAMEIOT HEKOTOPBIE HAPYIIEHNS,;

- JIOMYIICHBl HECYIIECTBEHHBIE OIIMOKM B W3JI0KEHHUH TEOPETUYECKOTr0 Marepuana |
ynoTpeOJIeHNN TePMHUHOB;

- 3HaHMSI TOKa3aHbI Cl1ado, peyb HerpaMOTHasI.

«HeynoBneTBOPUTEIILHO» CTABUTCS, €CIIN:

- JIaH HEIOJIHBIA OTBET Ha IMOCTABJIEHHBIM BOIPOC, JIOTUKA U MOCIEA0BATEIBHOCTDh M3JI0KEHUS
UMEIOT CYLICCTBEHHBIE HAPYIICHUS;

- IOTIYIIEHbI CYIIECTBEHHbIE OLIMOKHU B TEOPETUYECKOM MaTepuaie (MOHATUSIX, TEPMUHAX );



- 3HaHUs OTCYTCTBYIOT, p€4b HETPaMOTHAas

Tema 1.1 Ilpeamer u 3a1a4u NPOrpaMMHO-aNNAPATHOM 321U THI HHGOPMALMH.

1. Ilpeamer u 3a1auu MPOrpaMMHO-ANIApaTHON 3alUThl HH(GOPMALIUH.

2. OCHOBHBIE MOHATHS IPOTPAMMHO-aNIIAPATHOHN 3aIIUTHl HHPOPMALIUH.

3. Knaccudukanus MeTo10B ¥ CpeCTB MPOrpaMMHO-aNNapaTHON 3aluThl HH(OpMaLIUU

Tema 1.2 CranaaprTbl 0€30MIaCHOCTH.

1. HopmaTuBHBIC IPABOBHIE aKThI, HOPMATHBHBIC METOIUYCCKUE IOKYMEHTHI, B COCTaB KOTOPBIX

BXOJIST TPEOOBAHUS M PEKOMEHIAIIMY 110 3aIIUTe HH(OPMAIMK TPOTPAMMHBIMH U TIPOTPAMMHO-

anmapaTHbIMH CPEJICTBAMHU.

2. Tlpodumnu 3ammThl MPOrPAMMHBIX M MPOTPAMMHO-AIIMAPATHBIX CPEACTB (MEKCETEBBIX
DKpPaAHOB, CPEACTB KOHTPOJS CBEMHBIX MAIIMHHBIX HOCHUTENICH WHGOpMAIUU, CPEICTB
JIOBEPEHHO# 3arpy3KH, CPEICTB aHTUBUPYCHOM 3aIlUThI).

3. Cramgaptel 1o 3ammre uH(DOpPMAamKUHU, B COCTAaB KOTOPBIX BXOIAT TpeOOBaHUA U
PEKOMEH/IAlMU 10 3alluTe WHQPOPMANUMU MPOTPAMMHBIMH ¥ IPOTPaMMHO-aNapaTHBIMU
CpEICTBAMHU.

Tema 1.3 3amunenHas aBTOMATH3MPOBAHHAA CHCTEMA.

1. ABromaTu3zarus mpoiecca 00padoTKu HH(pOpMAITUH.

2. IloHsiTHE aBTOMAaTH3UPOBAHHOMN CHCTEMBI.

3. Oco0eHHOCTH aBTOMAaTH3UPOBAHHBIX CUCTEM B 3aIUIICHHOM HUCIOTHEHUH.
4. Ocunoubie BUibl AC B 3alIUIIIEHHOM MCTIOJHEHUH.

5. MeTobl co3anus 6€30MacHBIX CHCTEM.

6. MeTooorust IPOEKTUPOBAHUS FapaHTUPOBAHHO 3armuiieHHbIX KC.

7. JIuCKpelnOHHbIE MOJIEIIH.

8. ManjaTHbIe MOJICITH.

Tema 1.4 Jlectabnian3upyoiiee Bo3aeiicTBHE HA 00bEKTHI 3aIIIUTHI.

1. McTouyHuKY 1ecTaOMIN3UPYIOLIETO BO3ACHCTBUS HA OOBEKTHI 3aIIUTHI.

2. CriocoObI BO3/IeiiCTBUS HA WH(POPMAIIHIO.

3. Ilpu4MHbI U yCI0BUS 1eCTaOMIM3UPYIOLIETro BO3IeHCTBUS HAa HH(OPMALIHIO.

Tema 1.5 IIpuHHunNBI NPOrpaMMHO-aNNApaTHON  3ammTbl  MHpOpMamum  oT
HECAHKLIIMOHMPOBAHHOIO 10CTYIA.

1. TTonsiTHEe HECAaHKLIMOHUPOBAHHOT'O AOCTYNA K HH(OPMAIIHH.

2. OcHoBHBIE TIOXOBI K 3amuTe nHpopmaruu ot HCJI.

3. Opranmzamus goctyna K ¢aiiam, KOHTPOJIb [OCTyNa W pa3rpaHUYeHHe JO0CTYyIa,
uepapxudeckuit 1octym k ¢ainam. Gukcanus goctyna K dainam.

4. JIoCcTyIl K TaHHBIM CO CTOPOHBI MPOIIecca.

5. OcobeHHOCTH 3aIUThI AJaHHBIX OT u3MeHenus. Llndposanue.

Tema 2.1 OCHOBBI 321HUTHI ABTOHOMHBIX ABTOMATH3UPOBAHHBIX CHCTEM.

1. PaGota ¢ aBToHOMHO# AC B 3alIUIIIECHHOM pEXUME.

2. Anroputm 3arpy3ku OC. llITaTHbIe CpeCTBa 3aMbIKAHHS CPEIBI.

3. Pacmupenne BIOS kak cpencTBo 3aMbIKaHUS IPOTPAMMHOMN CPEJIbI.

4. CucteMsbl TUIa DIEKTPOHHBIN 3aMOK. D3 ¢ MPOBEPKOU 1[ETOCTHOCTH MTPOTPAMMHOM CpEIbI.
[Mousitue AM/I3 (moBepeHHast 3arpy3Kka).

5. IlpumeHenue 3aKkjiaJoK, HANpPaBIEHHBIX Ha CHIOKEHHE OS(OPEKTUBHOCTU CPENCTB,
3aMBIKAIONUX CPETY.

Tema 2.2 3ammrTa nporpamMm ot U3y4YeHmus.
1. M3yuenue u obparnoe nmpoextuponanue I10.



2. CnocoOs1 nzyuenus [10: ctatnyeckoe 1 JUHAMUYECKOE U3yUECHHUE.
3. 3aaun 3aUTHI OT U3YYCHHSI M CTIOCOOBI UX PEIICHHUS.

4, 3ammuTa OT OTJIaJKH.

5. 3ammTa OT AM3acceMOTMPOBAHMS.

6. 3amuTa OT TPACCUPOBKH I10 MPEPHIBAHUSIM

Tema 2.3 BpegoHocHoe nporpaMMHoe odecrieyeHme.

. BpenonocHoe nporpammuoe obecrieueHne Kak 0coObIil BU pa3pyLIaroInX BO3CHCTBHIA.
. Kimaccudukanus BpetoHOCHOTO IPOTPaMMHOTO 00ecTieueHHs.

. Cxema 3apaxxenus. CpencrBa Herpanuzanuu BpenonocHoro [10. [Ipodunakrrka 3apaxeHusl.
. ITouck cnenoB akTuBHOCTH BpenoHocHoro [10.

. Peectp Windows. OcHoBHBIE BETKH, coaepakaIiie napopmarmio o BpegoHocHoM I10.

. [Ipyrue o0bekThI, copepikamie nadopmaimio o BpeaoHocuom [10, daiinsr prefetch.

. botnetsl. [Ipuniun ¢pyHkuroHupoBanusa. MeTopl 0OHapYKEHHUS.

. Knaccudukanus anTuBupycHbIX cpeacTB. CUTHATYPHBIN U 9BPUCTUUECKUI aHAJIH3.

. 3amuTa OT BUPYCOB B ''pydyHOM pexume'.

10. OcHOBHBIC KOHIIETITUH ITOCTPOSHUS CHCTEM aHTHBUPYCHOW 3aIUTHI HA TIPEIIPUSTHH.

O OoONO OIS~ WN B

Tema 2.4 3ammTa nNporpaMMm M JaHHBIX OT HECAHKIMOHMPOBAHHOI0 KONMPOBAHHUS.

1. HecankimonupoBanHoe konupoBaHue nporpamm kak turn HCI.

2. FOpuanaeckue actekThl HECAaHKIIMOHUPOBAHHOTO KOMMPOBaHUs iporpamMM. OO01iee moHsATHE
3aIIUTHI OT KOMTUPOBAHUS.

3. Ilpusszka [10 k anmapaTHOMY OKPY>KEHHIO H HOCUTEIISIM.

4. 3aIUTHBIE MEXaHU3MbI B COBPEMEHHOM MporpaMMHOM obecrieueHnu Ha mpumepe MS Office.

Tema 2.5 3amura uH(pOpMaAIUU HA MAIIMHHBIX HOCHTEJISIX.

1. [TpoGnema 3anuThl OTYYXKIaeMbIX KOMIOHEHTOB [[19BM.

2. MeTtozp!l 3aumuThl HHGOPMAIIMU Ha OTUYX1aeMbIX Hocutessax. Ludposanue.

3. CpenctBa BOCCTaHOBIIEHUS ocTaToyHOW WH(popManuu. Co3maHHe TOCEKTOPHBIX 00pa3oB
HXXMJI.

4. IlpumeHeHHe CpeICTB BOCCTAaHOBJEHHS OCTaTOYHOM MH(OpManuu B  CyAeOHBIX
KPUMUHAIUCTUYECKUX IKCIIEPTH3aX U MPH paccleIOBaHUU MHIMACHTOB. HopmaTtuBHas 6asa,
JIOKYMEHTHPOBAHUE PE3YJIHTATOB.

5.be3Bo3BpaTHOE ynaneHue qaHHBIX. [[pUHITUIBI U aNTOPUTMBI.

Tema 2.6 AnnmapaTHbie cpeAcTBA HACHTH(PUKANNT U AyTEHTH(PUKANMH N0JIb30BaTeJIe.

1. TpeboBaHus K anmapaTHbIM CPEACTBaM UJIEHTU(UKALNY U ayTeHTU(UKALUN T0JIb30BaTENEH,
npuMeHseMbIM B O3 u AIIM/I3.

4.Yctpoiicta Touch Memory.

Tema 2.7 Cuctembl 00HApy:KeHHUsI aTAK U BTOP/KEHMI.

1. COB u COA, otnnuus B pyHkiusx. OcHoBHbIe apxuTekTypsl COB.

2. Ucnonw3oBanue ceteBbix cHuddepon B kauectse COB.

3. Annaparssiii komnoHneHntT COB.

4. IlporpamMmubIil komnoHeHT COB.

5. Mopenu cucteMbl 0OHapYKEHUSI BTOPIKEHUH.

6. Kinaccudukarus cuctem oOHapykeHus1 BropxkeHuit. OOHapykeHne curaaryp. OOHapykeHue
aHOMAaJIHi.

7. lpyrue MeTopl 0OHapyKEeHHs BTOPKEHUH.

Tema 3.1 OcHOBBI NOCTPOEHM S 3AIMIIIEHHBIX CeTeM.
1. Ceru, paboTaromue Mo TeXHOJIOIMHA KOMMYTALUU TaKeTOB.
2. Crek iporokosioB TCP/IP. OcoO0eHHOCTH MapIIpyTH3aIHH.



3. llItaTHbIe cpencTBa 3amuThl HHGOpMauK cteka mpotokosoB TCP/IP.
4. CpenctBa uaeHTH(UKAIMN U ayTeHTH()HUKAIMK Ha Pa3HBIX ypOBHAX mporokoia TCP/IP,
JOCTOWHCTBA, HEJIOCTATKU, OTPAaHIUYCHHUS.

Tema 3.2 Cpeacra opranusanuu VPN.

1. BupryanbHas yacTHast ceTb. @YHKIMHU, Ha3HAYEHUE, IPUHLIUI [IOCTPOEHUS.

2. YcrpoiictBa, oopasytomme VPN. Kpunromapiipytuzatop 1 KpunTopuisTp.

3. Kpunropoyrep. [IpuHLunIIBEL, apXUTEKTypa, MOJIENIb HApYILIUTENs, JOCTOMHCTBA U HEAOCTATKH.
4. KpunrropunbTp. IIpUHINIIEL, apXUTEKTypa, MOJIEIb HAPYIIUTENs, JOCTOMHCTBA M HEAOCTATKH.

Tema 4.1 O0ecnieueHne 6€30I1aCHOCTH MeKCETEBOI0 B3aMMO/1eiiCTBHSI.

1. Metonp! 3amuThl HHGOPMAIMK MPU Pad0TE B CETAX OOIIEro JOCTYyIIA.

2. Mexceressie 3kpanbl Tuna firewall. Jloctouncrsa, HemocTaTku, peani3yemMble MOTUTUKA
0e30MacHOCTH.

3. OcHosublie Tumsl firewall. Cummerpuunbie u Hecummerprunbie firewall.

4. Ypogensb 1. [lakeTHbie GUIBTPHI.

5. YpoBens 2. @unbTpanus ciryx0, MOMCK KIIIOYEBBIX CJIOB B TEJIE MAKETOB HAa CETEBOM YPOBHE.
6. YpoBensb 3. Proxy-cepsepa mpuKIaIHOTO YPOBHSI.

7. OnHoxocroBbie U MyabTHXOCTOBBIE firewall.

8. OcHOBHbIC THIIBI apXHUTEKTYp MynbTHx0cTOBbIX firewall. TpeGoBaHus K KaXIoMy XOCTY
UCXOs

U3 aPXUTEKTYPHI U BBHITOIHACMBIX ()YHKIIHHA.

9. TpeboBanus o cepTUPUKAIIIHA MEKCETEBBIX SKPAHOB.

Tema 4.2 3amura nndopmauuu B 6a3ax JaHHBIX.

1. OcHoBHBIE TUIIBI YTPO3. MOJIeNb HAPYIIUTETIS.

2. CpencrBa uaeHTUGUKAINH U ayTeHTU(UKAIUHN. YTIPaBICHUE TOCTYIIOM.

3. CpenctBa KOHTPOJIS LIEIOCTHOCTH HHPOpMAINK B 0a3ax JaHHBIX.

4. CpeznctBa ayiuTa U KOHTPOJII Oe30macHOCTH. Kpurepun 3amuneHHOCTH 0a3 JaHHBIX.
5. [lpumenenue Kkpunrorpaduyeckux CpeicTB 3alIUThl HHPOpMaLUK B 6a3ax JTaHHbIX.

Tema 5.1 MOHUTOPHUHT CHCTEM 3AIUTHI.

1. [Tonsitue u 060CHOBaHNE HEOOXOAMMOCTH UCTIOIB30BAHMS MOHUTOPUHTA KaK HEOOXOIUMOM
KOMITOHEHTBI CUCTEMBI 3alIUThl HH(POpMAIUH.

2. OcoOeHHOCTH (UKCAaMKA COOBITHH, ITOCTPOSHHBIX Ha pa3HBIX MPHHIUIAX: CETH C
KOMMYyTaluen

COeJIMHEHUH, ceTh ¢ KommyTanuei makeros, TCP/IP, X.25.

3. Kuaccubukanus orciexuBaeMbix  COOBITHH. (OCOOGHHOCTH TOCTPOCHHSI  CHCTEM
MOHHUTOPHHTA.

4. ictouHuKH MHPOPMALIUH JUUTsI MOHUTOPUHTA: CETEBbIE MOHUTOPHI, CTATUCTUYECKHE
XapaKTepuCTHKHU Tpaduka yepe3 MO, npoBepka pecypcoB 00IIEro MoJIb30BaHuUS.

5. Knaccugukarus cereBbIX MOHUTOPOB.

6. CucteMbl yripaBieHUs: COOBITUSIME HHpOpMaIMOHHOU Oe3omacHocTh (SIEM).

7. O630p SIEM-cuctem Ha MUPOBOM M POCCUIICKOM PBIHKE.

Tema 5.2 U3ydyenue Mep 3amuThl HHGOpManuu B MHGOPMALIMOHHBIX CHCTEMAaX.
1. TpeboBanus Kk 3amuTe HHPOPMAIUH, HE COCTABIISIONIEH TOCYJapCTBEHHYIO TallHYy.
2. Meronuueckue nokymeHTsl @CTIK 1o npuMeHeHn o Mep 3allUTHI.



3.2. TunoBble 3amanus 1ys pyoeskraoro koHTposas no MJAK.02.01. IIporpammubie u
NMPOrpaMMHO-aNNapaTHbIE CPeCTBA 3AIMTHI HH(OPMANHU

1) KonTpoubHas padora Ne 1 «3amura nHPOPMAIMOHHBIX CHCTEM.
3aganue. OTBETUTH NMCbMEHHO HA IIOCTaBJIEHHBIE BOIIPOCHI

BapuanT 1

1. Kinaccuduxanus METOA0B U CPEJICTB MPOTrPaMMHO-ANIAPATHON 3alIUThI HH()OPMAITHH.
2. VIcTouHUKH 1ecTaOMIN3UPYIOLIET0 BO3EHCTBUS HA OOBEKTHI 3aIIUTHI.

3. OcHoBHBIE TOAX0/bI K 3amuTe nHpopmanuu ot HC/I.

4. Pabota aBToHOMHOM AC B 3aIIUIIIEHHOM PEXKHUME.

5. Meropl 3ammThl HH(GOPMAIMK HA OTYYKAaeMbIX Hocutelsx. lndposanue.

Bapuant 2

1. Ocuosusble Buasl AC B 3aIUIIIEHHOM UCIIOIHEHNH.

2. [TpruuHBI 1 yCTIOBHS 1eCTAOMIM3HPYIOIIETO BO3ICHCTBUS Ha HHPOPMAIIHIO.

3. OCOOEHHOCTH 3alTUThI JaHHBIX OT u3MeHeHwus. [lndposanue.

4. BpenonocHoe rnporpaMMHoOe o0ecrieueHrne Kak 0COObIN BUJ pa3pyHIAONIUX BO3/ICHCTBUM.
5. HecanknmonupoBaHHoe KonmupoBaHue nmporpamMm kak turn HCJI,

Kpurepum ouenkn

OTMETKOM «OTINYHO» OLIEHUBAIOTCSA OTBETHI, KOTOPBIE NIOKA3bIBAIOT IIPOYHBIE 3HAHUS OCHOBHBIX
HNOHATUHI W 3ajady M3y4yaeMoil IUCLMIUIMHBL, OTJIMYAIOTCSA TIIyOMHOW M MOJHOTOW PaCKPHITHS
BOIIPOCOB; BIAJCHUE TEPMUHOJIOTMYECKUM allllapaTOM; YMEHUE JaBaTb OIPEACIICHHUS,
OINMCHIBATh MOCJIEI0BATEIbHOCTh TEXHOJIOTUI MaTepHalloB, UX OCOOEHHOCTH, JIeJaTh BBHIBOJBI U
00001IeHNs, TaBaTh apryMEHTUPOBAHHBIE OTBETHI, TPUBOAUTH IIPUMEPHI.

OTMETKOI «XOpOIIO» OLIEHUBAIOTCS OTBETHI, OOHAPYKUBAIOIIME NMPOYHBIE 3HAHUS OCHOBHBIX
HNOHATUH U 3a/1a4y HU3y4aeMOW AHUCUHUIUIMHBI, OTJIMYArOTCS TIYOMHON M TMOJHOTOM pacKpbITUS
BOIIPOCOB; BIAJCHUE TEPMHUHOJIOTMYECKHM aIlllapaToOM; YMEHHUE JaBaThb OIPEACIICHHUS,
OINMCHIBATh MOCJIEI0BATEIbHOCTh TEXHOJIOTHI MaTepHaoB, UX OCOOEHHOCTH, JIeNaTh BbIBOJbI U
0000111eHus, MPUBOAUTD ITpUMephl. OHAKO TOMYCKAIOTCS IBE-TPU HETOUYHOCTU B OTBETAX.

OTMETKOM «yIOBJIETBOPUTEIHHOY» OIICHUBAIOTCS OTBETHI, CBHUJIECTEIHCTBYIOIINE B OCHOBHOM O
3HAHUU MATEPHAIIOB, UX CBOMCTB, TEXHOJOTUN, HO OTJIMYAIOIIHUECS HEIOCTATOUYHON TITyOWHON U
MOJIHOTOM PACKPBITHS TEMbI, 3HAHUEM OCHOBHBIX BOIIPOCOB TEOPHUH; c1ab0 cHOpMUPOBAHHBIMU
HaBbIKAMM aHajiM3a TEM M3y4yaeMOW JUCUMIUIMHBI, HEAOCTATOYHBIM YMEHHUEM JaBaTh
apryMEHTUPOBAHHBIE OTBETHl U MPHUBOJIUTH MpUMeEpHl. JlomyckaeTcs HECKOIbKO OIMIMOOK B
COZIEPIKAHUU OTBETA.

OTMmeTKOH «HCYIOBJICTBOPUTCIILHO» OLCHUBAKOTCA OTBCTHI, 06Hap}I)KI/IBaIOH_[I/IC HC3HAaHUC
MaTCepHraJioB, HUX CBOMCTB, TEXHOJOTHM H3yqaeMoﬁ HpC,Z[MeTHOﬁ 06J'IaCTI/I, OTIMYaIMECA
HCFJIY6OKI/IM PaCKpbITUEM TEMBbI, HC3HaHUECM OCHOBHBIX BOIIPOCOB TCOpHH,
HCC(I)OpMI/IpOBaHHBIMI/I HaBbIKaMHM aHalin3a TEM I/I3y‘-IaeMOI7I JUCHUIIIIMHBI, HCYMCHMEM 1aBaThb
APTYMCHTUPOBAHHBIC OTBETHI. HOHyCKaIOTCSI CCPHLE3HEBIC OImMOKH B COJZCPIKAaHUU OTBETOB.



3.3. TunoBsle 3amanus 115 mpoMexxyrounoro koutposist mo M/IK.02.01. IlporpaMmMHbie U
NMPOrpaMMHO-aNNapaTHbIE CPeCTBA 3AIMTHI HH(OPMANHT

3K33M6H3HI/IOHH]>IC BOIIPOCHI

1. IIpenmer u 3agauu NporpaMMHO-aNNnapaTHO 3aUThl HH(OOPMALHH.

2. Kimaccuguxarysi METoJI0B U CPEICTB IMPOrpaMMHO-aNapaTHOHN 3aIuTsl HHPOPMAIUH.

3. HopmatuBHbIE IpaBOBBIE aKThl, HOPMAaTHUBHBIC METOJUYECKUE IOKYMEHTBI, B COCTaB KOTOPBIX
BXOJIST TPEOOBAHUS M PEKOMEHIALIMH 110 3aIIUTe WH(OPMAIMK TPOTPAMMHBIMU U TIPOTPAMMHO-
anmnapaTHbIMH CPEJCTBAMHU.

4. CtanzmapTsl 110 3aUTe HHPOPMALIUHU, B COCTAB KOTOPBIX BXOISAT TPEOOBAaHUS U
PEKOMEH/IalUH 110 3aIuTe HH(OPMAIMK IPOrPaMMHBIMU U IIPOTrPaMMHO-aNapaTHbIMU
CpeACTBaMHU.

5. Merojibl co31aHus 0€30MaCHBIX CUCTEM.

6. MeTo10710THs MPOEKTUPOBAHMS rapaHTHPOBaHHO 3amuieHHbIX KC.

7. VIcrouHUKH ecTaOuIN3UPYIOLIETo BO3EHCTBUS HAa OOBEKTHI 3aIIUTHI.

8. Ilpu4nHBI ¥ YCIIOBHS 1ECTa0MIN3UPYIOLIETO BO3ACHCTBUS Ha HH(POPMAIIHUIO.

9. IloHsATHE HECAHKIIMOHUPOBAHHOTO J0CTyNa K MH(opMaruu. OCHOBHBIE MOJXO0/IbI K 3alUTE
uHpopmanuu ot HC/I.

10. Opranuzanus goctyna K (aidinaM, KOHTPOJIb JOCTYIA U pa3rpaHUYeHUE J0CTYIIa,
uepapxXudeckuii moctym K (ainam. Gukcanus goctyna K dainam.

11. OcoGeHHOCTH 3alIUThI TaHHBIX OT U3MeHeHus. [lIudpoBanue.

12. Cuctemsl Tuna DIIEKTPOHHBIN 3aMOK. 33 ¢ IPOBEPKOH LETOCTHOCTH MPOTPAMMHON CPEIBI.
[Mousitue AM/I3 (moBepeHHast 3arpy3Ka).

13. IlpumeHeHne 3aKiIa/I0K, HAPaBJICHHBIX Ha CHIDKEHUE () (DEKTUBHOCTHU CPEJICTB,
3aMBIKAIOIUX CPELY.

14. 3amaum 3ammtel [1O oT u3yueHuUs U crmocoObl ux pemenus. 3amura [10 ot
JIM3acceMOIMPOBaHMSL.

15. BpenonocHoe nporpaMMHoOe oOecrieueHre Kak 0coObIi BUJ] pa3pyLIAOLUX BO3IEHCTBUI.
Knaccugukarus BpeJOHOCHOTO TPOrpaMMHOT0 00ecrieueHHsl.

16. Cxema 3apaxxenus. Cpenctsa HeliTpanmu3zanuu BpegoHocHoro [10. [Ipodunaktuka
3apakeHusl.

17. Tlouck cnenoB akTUBHOCTH BpenoHocHoro [10.

18. Peectp Windows. OcHOBHBIE BETKH, COepKalie HHPpopMaIuio o BpeaoHocHoM [10.

19. boruertsl. [IpuHmn GyHKIHMOHUPOBAaHUS. MeTOIBI OOHAPYKEHHUS.

20. Knaccugukanus aHTUBUPYCHBIX cpecTB. CUTHATYpHBIN M 9BPUCTUUYECKUN aHAIIU3.

21. 3amyTa OT BUPYCOB B "'py4HOM pexkume’.

22. OCHOBHBIE KOHIIECTILUH TOCTPOEHUS CUCTEM aHTHUBUPYCHOM 3aLUTHI HA IPEANPUATHH.

23. HecaHkmoHMpoBaHHOE KOMMpoBaHue porpamm kak Tam HC/I.

24. FOpunnyeckue acreKThl HECAHKIIMOHUPOBAHHOTO KOMMPOBaHUs nporpamm. Oob1iee noHsTue
3aIIUTHI OT KOMTUPOBAHMS.

25. 3anUTHBIE MEXaHU3Mbl B COBPEMEHHOM IIPOrPaMMHOM oOecriedeHnu Ha mpumepe MS
Office.

26. IIpobnema 3aImuThl OTIYX1aeMbIX KOMIMOHEHTOB [IDBM.

27. Metoap! 3amuThl HHGOPMAIUN Ha OTYYXaaeMbIXx Hocutessix. Llndposanue.

28. CpencTBa BOCCTaHOBIJIEHUS OCTaTOYHOM nH(popmanuu. Co31aHue MOCEKTOPHBIX 00pa3oB
HXM/I.

29. IIpumeHeHHe CpeaCTB BOCCTAHOBICHHS OCTaATOYHONW MH(POPMALIUU B CY1€OHBIX
KPUMHHAITHCTHYECKUX IKCIIEPTU3aX U MPHU pacclieIOBaHUH WHIMIEHTOB. HopMaTiBHas 6a3a,
JIOKYMEHTHPOBaHHUE PE3yIbTaTOB.

30. be3Bo3BpaTHOE yaaneHne JaHHBIX. [[pHHIATIBI U aJITOPUTMBI.

31. Yerpoiicta Touch Memory.

32. COB u COA, otimuns B ¢pyHkuusx. OcHoBHBIE apxuTekTypbl COB.



33. Ucnonb3oBanue cereBbix cHU(PepoB B kauectBe COB.

34. Anmapatuabiii komnoraeHT COB. IIporpammusiii komnonenT COB.

35. Knaccuduxanus cucrem oOHapyxeHus BropxkeHnidl. O0HapyxeHue curnatyp. O0HapyxeHue
aHOMAaJIHil.

36. ITatHble cpeacTBa 3aUThl HHPOpMaIHK cTeka npotokosio TCP/IP.

37. CpencrBa uaeHTH(GHUKALIMK U ayTeHTU(GHUKAIIMK HA pa3HbIX YpoBHsX mpotokosa TCP/IP,
JOCTOWHCTBA, HEJIOCTATKU, OTPAaHHUYCHHUS.

38. BupryanbHas yacTHas ceTh. OYHKIINHU, Ha3HAYCHHUE, IPHHIIUT IIOCTPOCHUSI.

39. Ycrpoiictsa, obpazyromue VPN. KpunromapmpyTusaTop u KpuntoQuibTp.

40. MexcereBbie skpanbl Trmna firewall. loctonHCcTBa, HEAOCTATKH, peaTU3yeMble TOJTUTHKH
0€30MacHOCTH.

41. Ocuosusie tuisl firewall. Cummerpuunbie u Hecummerpuunsie firewall.

42. OnHoXxocTOBbIe U MysibTHXOCTOBBIC firewall.

43. OCHOBHBIE THITbI APXUTEKTYp MYIbTUX0CTOBBIX firewall. TpeboBaHus K KaKI0My XOCTY,
UCXOJISl K3 APXUTEKTYPHI U BHIMTOTHICMBIX ()YHKITHIA.

44, OcHOBHBIEC TUTIBI YIP03. Moieb HAPYIIUTEIIS.

45. CpexncrBa HaeHTH(GHUKAINY U AyTCHTU(DUKAINH. Y TIPABICHUE TOCTYIIOM.

46. CpencTBa KOHTPOJIS LIEJTOCTHOCTH HHpOpMaIuK B 6a3ax JTaHHBIX.

47. CpenctBa ayauTa ¥ KOHTpOJIst 6e3omacHocTr. KpuTepuu 3anuimeHHocT 0a3 JaHHbIX.
48. TlonsiTve 1 000CHOBaHKE HEOOXOAMMOCTH MCIIOJIb30BaHHSI MOHUTOPUHTA KaK HEOOX0AMMOM
KOMITOHEHTBI CHCTEMBI 3aIIUThI HH()OPMAIIHH.

49. Knaccudukanusi CeTeBbIX MOHUTOPOB.

50. Cucrembl yrpaBiieHHs COOBITHAMU HHPOPMAIMOHHOM Oe3onacHocTH (SIEM).

Kpurepumn oueHox:

— OLEHKAa «OTJIMYHO», €CIM CTYACHT 00JajaeT TIyOOKMUMH U TPOYHBIMU 3HAHUAMHU
IIPOrPaMMHOI0 MaTepuasa; IPU OTBETE Ha BOIIPOCHl IIPOJEMOHCTPUPOBAI HCYEPIIBIBAOIIECE,
[I0CJIEI0BATEIbHOE U JIOTHUECKU CTPOHHOE U3JI0KEHHE; PABUIIBHO C(HOPMYIMPOBAT MOHITUS U
3aKOHOMEPHOCTH I10 BOIIPOCAM; CIENAJl BBIBOJ 110 U3JIara€MOMY MaTepHaiy;

— OLIEHKa «XOPOIIO», €CIH CTYJIEHT 00JaJaeT JOCTaTOYHO IMOJHBIM 3HAHHEM IMPOrPaMMHOIO
MaTepHala; ero OTBeT MPEACTaBIAeT IPAMOTHOE U3JI0XKEHUE yUeOHOro MaTepuala, HO UMEIOTCA
CYIIECTBEHHbIE HETOUHOCTHU B (DOPMYITUPOBAHUU MOHITUN U 3aKOHOMEPHOCTEH 10 BOIpocam; He
MMOJIHOCTBIO CACIIaHbI BHIBOJLI 110 U3JIaraCMoOMy MaTepI/Iany;

— OLIEHKA «Y/0BJIETBOPUTEJIbHO)», €CIIU CTYAECHT UMeeT OOlIMe 3HaHUS OCHOBHOI'O MarepHasa
0e3 yCBOEHHUS HEKOTOPBIX CYIIECTBEHHBIX IOJIOKEHUN; (POPMYIHpPYET OCHOBHBIE IOHSTUS C
HEKOTOPOM HETOYHOCTBIO; 3aTpydHSAETCd B IPUBEICHUM IIPUMEPOB, IOATBEPXKAAFOLINX
TEOPETHYECKHUE TOJI0KECHMUS,

— OLICHKA «HEYJAOBJIETBOPHUTEIbHO», €CIM CTYACHT HE 3HAeT 3HAUYUTEIBHYK) 4YacTb
IPOrpaMMHOr0 MaTepuaia;, JIOMYCTHJI CYIIECTBEHHbIE OMIMOKM B MpOILIECCE H3JIO0KEHUS, HE
yME€eT BBIICJIUThH TJIABHOE U CIeNaTh BBIBOJ; NMPHUBOJUT OMIMOOYHBIE OINpPENENICHUS; HU OJUH
BOIIPOC HE PACCMOTPEH 0 KOHIA, HABOISAIIME BOIIPOCHI HE IIOMOTAOT.

3.4. Tunosele 3aganus s Tekymniero koutpois no MJIK.02.02 Kpuntorpaguyeckue
CpeAcTBa 3alUThl HH(pOpMALMH:

1) TpeboBaHus K KypcOBOMY HPOEKTY/pabore :

1. KypcoBas pabota g07KkHa ObITH OOPMIIEHA COOTBETCTBYIOIUM 00pa3oM. B nmpotuBHOM

cllyyae OHa He MPUHUMAETCS MpernojaBaTeieM K OlleHUBAHHIO.

Kypcogas paboTa gomxHa UMETh TUTYJIbHBIN JTUCT (CM. 0Opaserr).

3. Tekct neuaTaercs Ha OJITHOM cTOpoHE NucTa popmara A 4 Genoro 1Bera 14 kerjaem yepes
1,5 uatepBana ¢ noyusiMu ciesa 3,5 cM., cripaBa 1 ¢M., CBEpXy U CHH3Y 1O 2,25 cM.

no



4. CHocku nedataroTcs yepes 1,5 KoMIbroTepHbIX nHTepBaa mpudrom Times New
Roman,, xerns 12.

5. Hywmepanus cTpaHul] CKBO3Has, HAUMHAsI C TUTYJIBHOTO JIUCTa pabOTHI, OTHAKO HOMEP
CTpaHMIIbI HA HEM HE CTaBUTCSL.

6. BBenenue, OCHOBHAsI 4acTh, 3aKIIOUEHHUE U CIIUCOK JIUTEPATYPbl HAUMHAIOTCS ¢ HOBOM
CTpaHUIIbI.

Temaruka KypcOBBIX IPOEKTOB:

1. Pa3paboTka nporpaMMHOro o0ecredyeHus, peajin3yrollero Kpurnro3amuTy JaHHbIX C
MCII0JIb30BAaHUEM HECKOJIBKHX METOIOB.

2. IlpoBeneHue aHamM3a NPUMEHEHUS OJOYHBIX KPUIITOCUCTEM B CUCTEME 3aILUTHI
UH(OPMALIUU TPEATIPHUITHS.

3. IlpumeHeHune anropuTMOB NIEKTPOHHON IIU(PPOBOM MOANUCH B aBTOMATU3UPOBAHHOMN
CUCTEME YIPaBJIEHUS JIE€JIONPOU3BOICTBOM.

4. TlpoBeneHue CPaBHUTEIBHOIO aHAIN3a 3(PPEKTUBHOCTH COBPEMEHHBIX POIPAMMHBIX,
IIPOrpaMMHO-aINApPaTHBIX U alllapaTHBIX CPEJCTB KPUNTOrpauIeCcKO 3alUThI.

5. OueHka 3¢ GeKTUBHOCTH KPUITOTpaPUUECKUX T'€HEpPaTOPOB, OCHOBAHHBIX HA
anroputmax OuboHaYYH.

6. IIpoBeneHHe CPaBHUTENBHOIO aHAIN3A AJITOPUTMOB (POPMUPOBAHUS XIUI-(DYHKIIHH.

7. WccnenoBaHre MPaKTHYECKOTO MPUMEHEHHS KPUITOTPaQHUECKUX TPOTOKOJIOB
pacnpeneneHus KIodei.

8. Pa3paboTka cuctembl ayTeHTU(UKAIUH COTPYIHUKOB MTPOU3BOICTBEHHOTO MPEITPUSATHSI.

9. CpaBHUTENBHBIN aHATIU3 AITOPUTMOB (POPMUPOBAHMS XAII-PYHKIUI.

10. CpaBHUTENBHBIN aHATH3 COBPEMEHHBIX KPHUIITOCHCTEM C OTKPBITBIM KITFOUOM.

11. CpaBHUTENBHBIN aHAIN3 KPUOTOIPAPUUECKUX IPOTOKOJIOB paclpeieeHUs KIroueH.

12. AnropuTM 31E€KTPOHHON ITU(PPOBON TOJANMHUCH Ha OCHOBE PEIICHHS CHCTEMbI CPABHEHUH.

13. AHanu3 MeTOJI0B COKpAIEHUs JJIHHbI 3JEKTPOHHON HU(PPOBON NOJIHCH.

14. AnropuTmbl KOJJIEKTUBHOM 3JIEKTPOHHON LIM(DPOBOM MOAUCH.

15. AnropuTMBbl KOMITO3ULIMOHHOM 3JIEKTPOHHOM HU(POBON MOIIHCH.

16. CpaBHUTENBHBIN aHAIHN3 COBPEMEHHBIX IPOTPAMMHBIX, TPOrPAMMHO-AIAPATHBIX U
anmapaTHbIX CPeACTB KpUNTOrpadpuyeckoi 3amuTsl HHPOPMALIUH.

17. Pa3zpaboTka cXeMbl KpUIITOrpauuecKoro reHepaTopa, OCHOBAaHHOTO Ha
komOuHupoBanuu LFSR-renepatopos, ¢ o1eHKoil ero kayecTna.

18. Pa3paboTka cXeMbl KpHIITOTpaduIecKoro reHepaTopa, OCHOBAaHHOTO Ha
KOMOMHUPOBAaHUN KOHTPY3HTHBIX T€HEPATOPOB, C OLIEHKOI ero KauecTBa.

19. Tlporpammuas peanuzanus mudpa Xusia.

20. Pa3paboTka mm¢pa, OCHOBAaHHOTO HAa KOMITO3UIIMHU K (pa 3aMEHBI U IIEPECTAaHOBKH, C
OLICHKOM €ro KpUINTOCTOUKOCTH.

2)Bompockl [J1sl yCTHOTO OITpoca Mo TeMam
Bormpocsl 1o cpaBHEHUSAM

1. Toxkaxwute paznuuue mexny Z u Z,. Kakoe u3 3TUX MHOKECTB MOXKET COJEPKATh
oTpHIaTeNbHBIE 1enble yncia? Kak Mbl MOKeM 0TOOpa3uTh 11e0e Yuciio B Z B 11eJ10€
quCio B Zp?

2. Tlepeuncnure yeTbipe CBOMCTBA TEOPUU AETUMOCTH, OOCYK/ICHHOHN B JIEKIIUH.
[TpuBenuTe mpuMep 1EI0ro YUCia ¢ €IUHCTBEHHBIM Jienutenem. [Ipuseaure npumep
LIEJIOTO YKCiIa TOJIBKO C ABYMS JAenuTensiMu. [IpuBeanTe npumep 1esaoro yucnia ¢ oosuee
YeM JIBYMS AETUTEISIMH.



3. Ompenenute HaMOONBIIMIA OOIIMIA AETUTENH ABYX LEbIX yrces. Kakoit anroputM Moxer
3 PeKTUBHO HAWTU HAUOOJIBIINN OOIIUHA JETUTEINb?

4. Yro Takoe TUHENWHOE AMOPAHTOBO ypaBHEHHE JABYX MepeMeHHbIX? CKOJIBKO pelIeHui
MOXXET UMETh Takoe ypaBHeHHe? Kak MoxeT ObITh HalijieHO pereHue(s1)?

5. Uro Takoe oneparop 10 MOAYJIO U KaKue Yy HEro uMeroTcs npuioxenus? [lepeunciure
BCE CBOMCTBA, KOTOPBIE Mbl YIIOMUHAJIH B 3TOH JIEKLUHU AJIs OTIEpaIfil 10 MOIYJIIO.

6. Omnpenenute CpaBHEHUE U COMIOCTABHTE €0 CBOWCTBA CO CBOMCTBAMHU PABEHCTBA.

Onpenenure CUCTEMY BbIYETOB M HAUMEHBIIUI BbIYET.

8. KakoBa pa3zHuiia Mexa1y MHOKECTBOM Z,, U MHOXKECTBOM Z+? B KakoM MHOXeCTBe
KaXKIBIHA JIEMEHT UMEET aJIUTUBHYIO HHBEpCHIO? B KakoM MHOXECTBE KaX bl 3JIEMEHT
UMeeT MYJIbTUIUITMKATUBHYIO HHBEpcHto? Kakoil anropuTm ucnoiab3yercs, 4ToObl HAuTH
MYJIBTUIUTMKATUBHYIO UHBEPCHUIO LIEJIOro uncia B Z,?

9. [aiite onpenenenune Matpuibl. YTo Takoe Marpuia-crpoka? Uro Takoe MaTpuiia-
croniben? Uro Takoe kBaapaTHas Marpuiia? Kakas matpuiia umeet aerepMuHanT? Kakas
MaTpHUlla MOKET UMETh UHBEPCUIO?

10. Omnpenenute nuHeitHOE cpaBHeHUEe. Kakoil alropuT™M MOXKET UCIOJIb30BAThCS, YTOObI

ar = b(modn)

~

pelInTh ypaBHEHUE
ypaBHEHU?

? Kak MbI MO>XeM pemInTh HabOp JTMHEHHBIX

Bomnpocsl 1o nossim

1. Omnpenenure anredpandecKyro CTpyKTypy U Ha30BUTE TPH alreOpandeckux CTPyKTYyphl,
00CYX/IeHHBIE B 3TOM JIEKIIHH.

2. Omnpexpenute TPyNIy U MPUBEANUTE PA3THUUS MEXKITY TPYIIIONH 1 KOMMYTaTHUBHOM
CPYIIION.

3. Omnpenenute KOJIBIO U MPUBEANUTE PA3THUUS MEXKITY KOJIBIIOM U KOMMYTaTHBHBIM
KOJIBLIOM.

4. OmnpexenuTte NOJE U MPUBEANUTE PA3THUUSI MKy OCCKOHEYHBIM I10JIEM M KOHEUYHBIM
HOJIEM.

S. [TokaxuTe yncio 351eMeHTOB B noJie ['anya i1 mpocToro 4ucia.

6. JlaiiTe OAMH IpUMEp TPYIIIbI, UCTIONB3YIOIIEH MHOKECTBO BHIUETOB (OIepanuii no
MOJYJIIO).

7. JlaiiTe OAMH IpUMeEp KOJIbLIA, HCIOJIb3YIOLIET0 MHOKECTBO BBIYETOB (ONeparuii no
MOJYJIIO).

8. JlaiiTe OAMH IpUMEp MOJIsl, UCIOIB3YIOLIEr0 MHOKECTBO BBIYETOB (OMepalyii mo
MOJYJIIO).

9. [TokaxxuTe, Kak MOJTMHOM MOXKET MPEACTaBUTh N-OUTOBOE CIOBO.

10. Onpenennute HENPUBOJUMBIN TOJTMHOM.

Bompockl no cumMmeTpuuHOMY MG POBAHUIO

Onpenenure mudp ¢ CAMMETPUYHBIM KITFOUOM.

[Tosicuute oTIMYMS MEXAY MHU(PPOM MOACTAHOBKH U HIU(PPOM MEPECTAHOBKH.
[TosicHuTe OTNNYMS MEXIY MOHOAT(PABUTHBIM U MHOTO0aJI(h)aBUTHBIM IIU(ppPaMU.
[Tosicuute OTIMYMS MEXAY MHUPPOM MOTOKA U OJIOYHBIM HIHUPPOM.

Bcee nu mm¢psl motoka sBistoTest MoHOANI(haBuTHBIMU? [losicHuTeE.

Bce nu 6nounslie mudps! aBistoTcs MHoroandasutasiMu? [loscHure.
[Tepeuncnure Tpu MOHOAN(ABUTHBIX MHUPPA.

[Tepeuncnure Tpu MHOTOAN()aBUTHBIX HIHPPA.

[Tepeuncnure nBa mudpa nepecTaHOBKH.

10. INepeuncnure YeTHIpe BUA aTaK KPUIITOAHAIIN3

CoNoORARWNE

Bonpocs! o notouHoMy Mu(QpoBaHUIO



1.

bnox Tpancnosunuu umeet 10 Bxon0B 1 10 BbrxonoB. KakoB opsI0K TPyIIIbI

nepectaHoBku? KakoB pazmep KIIt04eBOil OCIe10BaTEIbHOCTH?

2.

bnox noacranoBku umeet 10 BxonoB u 10 Bbrxon0B. KakoB ops10K TPyIIIbI

nepectaHoBku? KakoB pazmep KIIt04eBOi OCiIe10BaTEIbHOCTH?

3.
4.
S.
6.

YeM NOTOYHBIN MU OTIAUYAETCA OT OIOYHOTO?

Kaxum o6pazom opranusyercs mu@poBaHUE MOTOKA TaHHBIX IEPEMEHHOM IMHbI?
Kaxkue yncna HazpiBarot "nceBgociydaitHbiMu’?

Kaxumu cBoiicTBaMu A0KeH 00J1a/1aTh T€HEPATOp MCEeBIOCTyUYalHbIX YHCeN [

UCTIOJIb30BaHUS B KPUNITOIPAUIECKUX LENX?

7.
8.

Kakue renepaTtopsl niceBaociy4aiHbIX yucesn Bol MoxkeTe Ha3BaTh?
[lepeunciute OCHOBHBIE XapaKTEPUCTUKH, IOCTOMHCTBA M HEJIOCTATKU KaXKJ10T0 U3

pPacCMOTPCHHBIX B HaHHOﬁ JICKIIMH I'€HEPATOPOB HCGB,HOCJ'Iy‘I&ﬁHBIX YHUCCII.

BOHpOCBI 10 CUMMETPHYHBIM CUCTEMaM IJ_II/I(l)pOBaHI/ISI

1.

o

LN

11.
12.

VYKax)uTe pazaIudusi MeX1y COBPEMEHHBIM U TPAJUIIMOHHBIM U paMu

C CHMMETPUYHBIM KITFOYOM.

OObsicHUTE, TOYEMY COBpPEMEHHBIE OI0UYHbIE MU(PHI CIPOSKTUPOBAHBI KaK MU PHI
MOJICTAHOBKM BMECTO TOTO, YTOOBI TPUMEHSTH IH(PHI TPAHCIIO3HUIINH.
OO0bsicHuTe, TOYeMy MIH(P MOJACTAHOBKU MOKHO MPEACTABUTH ceOe KaK MH(p
TPaHCIO3HIINH.

[Tepeuncnure HEKOTOPbIE KOMIOHEHTHI COBPEMEHHOT0 OJI0UHOTO ImHudpa.
Omnpenenure P -06510k U nnepedncianTe ero Tpu BapuanTa. Kakoil BapuaHT siBiisercs
00paTUMbIM?

Omnpenenure S -0JIOK ¥ MOKAKUTE HEOOXOIUMOE YCIIOBHE 00paTUMOCTH S -0110Ka.
Onpenenure cOCTaBHON MU(P U MepEeUUCIUTE JIBa KJIacca COCTaBHBIX MHU(POB.
VYkaxuTe pa3Iuune MEeX1y pacCeMBaHUEM U TIepEeMEITNBAaHHEM

Ykaxute paznuyre Mexay 6mounsiM mudpom Daiicrens u ne-Daiictens.

. YKaxuTe paznnune Mexy auddepeHnnaibHbpIM U THHEHHBIM KpuriToanann3om. Kakoi

U3 HUX UCIIOJIb3YET aTaKy BbIOOPKH UCX0HOro TekcTa? Kakoil U3 HUX UCHOIb3yeT TakKe
aTaKy 3HaHMs UCXOJIHOTO TeKcTa?

VYkaxure pazauune MeX1y CHHXPOHHBIM U HECHHXPOHHBIM IH(PaMU MOTOKA.
OmnpenenuTe perucTp caBUra ¢ 0OpaTHOM CBSA3bIO M MEPEUNCIIUTE /1BA BAPHAHTA,
UCTOJIb3yeMble B UG pPe MOTOKA.

Bompock! o crangapry mudposanus DES

1.

Kaxkos pa3zmep 650xa B DES? KakoB pazmep kiroua mudpa B DES? Kakos pazmep

Kiroueil paynaa 8 DES?

2.
3.

KaxoBo uncno paynnos B DES?
CkonbKo cMecuTeneil 1 yCTpoHCTB 3aMEHBI UCIIOIb3YETCs B IEPBOM CIIOCO0e

mu@poBanus U o0patHoro nemudpoBanusi? CKOIbKO UX UCIOIb3YETCS IPU BTOPOM criocoode?

4. CKOJIBbKO IIepecTaHOBOK UCIOJB3yeTCs B anroputme mudpa DES?

S. Cxomnpko oneparuit UCKIIFOUAKOUIEE MUJIN ucnonszyercs B DES-tmmdpe?

6. [Touemy DES-¢pyHk1MM He00X0AMMa pacIIupsoas nepecraHoBka?

7. [Touemy reneparop Kitoueil payHja Hy)KIaeTcs B yAaJI€HUHU MPOBEPOUYHBIX OUT?

8. KakoBa pazHOCTh MeXIy CaObIM KIIFOUOM, MOTYCIIA0bIM KIIFOUOM M BOZMOKHO CI1a0bIM
KIIIOYOM?

9. Yro Takoe nBykpatHbiii DES? Kakas ataka nsykpatHoro DES caenana ero
Oecrione3HbIM?

10. Yro Takoe TpexkpaTHblii DES? Uto Takoe TpexkpartHbiii DES ¢ nByms kimrouamu? Yro

takoe TpexkpaTHbiii DES ¢ Tpems kimtouamu?



1.

Bomnpocs! no cranaapry mudpoBanus AES

1.
2.

3.

10.

[Tepeuncnure kputepuu, onpenencaasie NIST mst AES.

[Tepeuncnure mapameTpsl (pazmep 0J0Ka, pa3Mep Kiltoya U YUCII0 PayHIOB) IS TPEX
Bepcuii AES.

CkonbKko ipeobpa3zoBanuii mmeercs B kKaxaon Bepcun AES? CKoIIbKO KITHOUei
HEO0OXOAMMO ISl KaXKI0i Bepcun?

Cpasuure DES n AES. Kakoif 3 HUX OpHeHTHPOBaAH Ha paboOTy ¢ OMTOM, a KaKOi — Ha
paboty c 6aiitom?

Onpenenure matpuily coctosinuii B AES. CKOIbKO MaTpHIl COCTOSIHUM UMEETCsI B
Kax0i Bepcun AES?

Kakue u3 uersipex npeodpazoBaHmii, onpeaeneHHbIX g AES, n3mMeHsior copepxkanue
0alTOB, a KAKME — HE U3MEHSIIOT?

Cpasuure noacranoBky B DES n AES. Ilouemy MBI IMeeM TOJIBKO OJIHY TaOJIUILy
nepectaHoBkH ( S -610k) B AES u Heckonbko — B DES?

Cpasuure nepecranoBku B DES u AES. [louemy Ha0 UMETh pacIIupeHUE U CHKaTHE
nepectaHoBku B DES u He Hano — B AES?

Cpasnure xiroun paynaa B DES u AES. B kakom mm¢pe pasmep kimroua payHaa paBeH
pa3mepy 61oka?

[Touemy cmemnmBaromiee npeodpaszoanue ( MixColumns ) nyxuo B DES, HO He HY)KHO
B AES?

BOHpOCBI M0 aCCUMCTPUYIHBIM CUCTEMAM IJ_II/I(i)pOBaHI/IH

1.

2.

No ok

© ®

10.

Haiinute paznuuns Mexay KpUITOCUCTEMAMH C CHMMETPUYHBIMU KIIIOUaMU U
ACUMMETPUYHBIMU KIIIOYaMH.

Haiinute paznuuns Mexay OTKPBITBIMU M CEKPETHBIMU KIIFOUaMU B KPUIITOCUCTEME C
acCMMMETpPUYHBIMU Kitouamu. HaliquTe coBnazieHus U pa3inuuue Kirden

B KpUIITOCUCTEMAX C CAMMETPUYHBIMU KJIOYaMH U C aCUMMETPUYHBIMU KITFOYAMHU.
Omnpenenure "nazeiky" B OMHOCTOPOHHEH PYHKIIMU U 00BACHUTE €€ UCTIOIB30BaHUE B
KpUNTOTrpaduu ¢ aACHMMETPHUYHBIM KITFOUOM.

JIia Kakux 1enei MoXKeT MPUMEHSThCS anroputM RSA?

Onumumre nporecc mudpoBaHus ¢ UCIOIb30BaHUEM anroputMa RSA.

Jnis kakux 1enei MoxeT npuMeHsTbes anroputM Auddu-Xemnamana?

OnummMre nocnea0BaTelbHOCTh AEMCTBUN MTPHU UCIIOJIb30BaHUU anropurMa Judou-
Xeimana.

Jnst Kakux 1eneid MOXKeT MPUMEHSITHCS aIrOpUT™M Diib-1 amars?.

Onummre nocnea0BaTeNbHOCTh AEUCTBUN ITPHU UCIIOJIB30BAHNN aroputMa Jinb-I"amairs.
Kakue araku BO3MOXHBI IPU UCIOJIB30BaHUU AJITOPUTMOB HIM(PPOBAHUS C OTKPHITHIM
KIIFOUOM?

3.5. Tumnossle 3amanus st pyoexHoro koatpois mo MJIK.02.02 Kpuntorpadpuueckue

cpeACTBa 3alIMThI HH(pOpManum:

1) TectupoBanue no reme «OCHOBBI KpUNTOrpadum»
[udposanue — 370...

A) criocod n3MeHeHHs COOOIIECHHS WK APYroro J0KyMEHTa, 00ecreunBaroliee HCKaKeHNe ero
COJIEPKUMOTO

B) cOBOKYITHOCTB T€M HJIM MHBIM CIIOCOOOM CTPYKTYPHUPOBAHHBIX JAHHBIX U KOMILIEKCOM
armapaTHO-IPOTPAMMHBIX CPEJICTB

B) y;[06Ha;1 cpeaa i BIYHUCICHUS KOHCUYHOT'O IMOJIb30BaTCIIA

Koauposanue — 370...



A) npeobpazoBaHre OOBIYHOTO, TOHSATHOTO TEKCTa B KO
b) mpeoOpazoBanue
B) nanucanue nporpaMmbl

3. Uro TpeOyeTcst 1yIs1 BOCCTAHOBIICHUS 3aIM(POBAHHOTO TEKCTA
A) ko4
b) maTpuna
B) BekxTop

4, Korpaa nosiBunock mudpoBanue

A) deTbIpe THICAYM JIET HA3a/1
b) nBe ThICS4M JeT Ha3axn
B) nsth ThICAY €T Ha3ax

5. [TepBBIM U3BECTHBIM MPUMEHEHUEM MU(ppa CUUTACTCS
A) eruneTCKuii TeKCT
b) pycckuii
B) Het npaBuibHOTO OTBETA

6. Kakyto cekpetHyro napopmarmo xpanut Windows
A) mapouu AJ1 JOCTyIa K CETEBBIM pecypcam
b) naponu mis noctyna B IutepHet
B) ceptuduxats! 11t JOCTyIA K CETEBBIM pecypcaM U 3ali(ppOBaHHBIM JAHHBIM Ha CAMOM
KOMIIBIOTEpE

7. AndaBut — 370...
A) KOHEYHOE MHOYKECTBO HMCIIOJIb3YEMBIX ISl KOAWPOBAaHUS HH(OPMAIHH 3HAKOB
b) 6ykBbI TEKcTa
B) et npaBunbHOrO OTBETA

8. Texcrt — aT10...
A) ynopsiioueHHbIH HabOp U3 31eMEHTOB ajihaBuTa
b) KOHeYHOEe MHOKECTBO UCIIONB3YEMBIX JUIsi KOAUPOBAaHUS HH(OpMAIIH 3HAKOB
B) Bce nmpaBuibHbIE

9. [Tpumeps! andaBuToB:
A) Z356 — cuMBOITBL, BXoismIue B cranaapTHbie koael ASCI u KOU-8
b) BocbMepuyHbIi 1 mIecTHAAATepUUHBIN a(aBUTHI
B) AEE

10. [udposanue — 370...
A) npeobpazoBaTeIbHbII MPOLECC HCXOAHOTO TEKCTa B 3alIM(PPOBAHHBIH
b) ynopsiouenHsbIit Habop U3 31eMeHTOB andaBuTa
B) HeT npaBunbHOrO OTBETA

11. Jeumdponanue — 370. ..
A) Ha oCHOBe KJItoua MHU(PPOBAHHBINA TEKCT Mpeodpa3zyeTcs B UCXOIHBIH
B) maponu 1t nocTymna K ceTeBbIM pecypcam
B) ceptudukater s 10cTyna K CETEBBIM pecypcaM U 3amr(poBaHHBIM TJaHHBIM Ha CAMOM
KOMITbIOTEpE

12. Kpunrorpaduueckas cuctema npeacTaBisieT COOOH. ...



13.

14.

15.

16.

17.

18.

19.

20.

21.

A) cemeiictBo T npeoOpa3oBaHuil OTKPHITOIO TEKCTA, WIEHBI €0 CEMEHCTBA HHACKCUPYIOTCS
cuMBoIIOM K
b) mporpamMmmy
B) cucremy

[TpoctpancTBO Kitouei K — 3t0...
A) HaOOp BO3MOKHBIX 3HAUEHUH KIIH04a
b) nnuna xroua
B) Het npaBunbHOrO OTBETA

Kpunrocucremsl pazaenstorcs Ha:
A) cuMMeTpUYHBIC
b) accumerpuunbie
B) ¢ OTKpBITHIM KITFOYOM

CKOJIBKO UCTIONb3YyeTCs KI0Yeld B CUMMETPUYHBIX KPUIITOCUCTEMAX /TS IHU(PPOBaHUS U
nemndpoBaHus
A)l
b)2
B)3
CKoJ1b KIIH04YeH UCIIOJIB3YETCSl B CUCTEMAX C OTKPBITBIM KIIFOUOM
A)?2
b)3
B)1
Kakue ki1roun ucnosbp3yroTcsi B CUCTEMAX C OTKPBITHIM KIIFOUOM

A) OTKPBITHIT
b) 3akpeiThIit
B) Her npaBuibHOrO OTBETA

Kak cBsi3aHBI KJIIOYH JPYT C PYTOM B CUCTEME C OTKPBITHIM KJIFOUOM
A) matemMaTu4yecKku
b) noruuecku
B) anroputmuuecku

DNeKTPOHHOM MOJNNCHIO HAa3bIBACTCHA. . .
A) npucoenHsAEeMOe K TEKCTY €ro Kpunrorpaduuyeckoe npeodpa3oBaHue
b) Texct
B) 3amm¢poBanHbIil TEKCT

Kpunrocroiikocts — 3710. ..
A) xapakTepuctuka mpudra, onpeaensionas ero CTONKOCTb K IeMHPpoBaHUI0 0€3 3HaHUS
KJII04Ya
B) cBoiicTBO TamMmbI
B) Bce oTBETHI BEpHBI

IToxa3aTenyu KpUITOCTOMKOCTHU:
A) KOJIMYECTBO BCEX BO3MOXKHBIX KIHOUEH
B) cpennee Bpems1, HeoOXoAMMOE [T KPUNITOAHAIM3a
B) xonnuecTBO CHMBOJIOB B KJTIOUE



22.

23.

24.

25.

26.

27.

28.

29.

30.

JU1sl COBpEeMEHHBIX KPUNITOrpahUUECKUX CUCTEM 3aIUThI HH(OpMAIUU
c(hopMyITUPOBaHBI CIEAYIONTUE OOIIECTPUHATHIC TPEOOBAHMS:
A) 3HaHUE anropuTMa MUGPOBAHUS HE JTOJDKHO BIUATH HA HAJICKHOCTh 3alTUTHI
B) cTpykTypHBIE 37IEMEHTHI alropuT™Ma MiM(poBaHus JOJKHBI ObITh HEM3MEHHBIMA
B) HE OOJI?KHO OBITH IMPOCTHIX U JICTKO YCTAHABJIMBACMBIX 3aBUCHUMOCTBIO MCKAY KIHOUaMU
MI0CJIEIOBATEIEHO HCIIOIB3YEMbIMHU B TIPOIIECCE MUPPOBAHHMS

JJ1s COBpEMEHHBIX KPUNITOIPahUIECKAX CUCTEM 3alUThI HH(OpMAIH
c(OpMYIIMPOBAHBI CIIEAYIOIINE OOIICTIPUHSATHIC TPEOOBAHMS:
A) mHa MG POBaHHOTO TEKCTa JI0JDKHA OBITH PABHOM JIMHE HCXOJJHOTO TEKCTa
b) 3ammudpoBanHOE COOOIICHHE OKHO MOAABATHCS YTEHUIO TOIBKO MPY HATUYUU KITFOYa
B) HeT npaBWIBHOTO OTBETA

OCHOBHBIE COBPEMEHHBIE METO/1bI IIU(PPOBAHUS:
A) anropuTmMa raMMHUpPOBaHUs
b) anropuTmsl ClI0KHBIX MaTEMAaTHYECKUX PE0Opa3oBaHUM
B) anroput™m nepectaHoBKU

CHUMBOJIBI UCXOJTHOTO TEKCTA CKJIAJIBIBAIOTCS] C CUMBOJIAMH HEKOU CITy4aitHOM
MOCIIEA0BATEIHHOCTH — 3TO. ..
A) anropuT™M raMMHUpPOBaHUs
b) anroputm nepectaHoOBKU
B) anroput™m aHanuTH4YecKuX peodpa3oBaHuit

CHUMBOJIBI OPUTHHATIBHOTO TEKCTA MEHSIOTCS MECTAMU IO ONPEACICHHOMY ITPUHITUITY,
SBIISAIONIEMYCSI CEKPETHBIM KIIFOUOM — 3TO. ..
A) anropuTM MepecTaHOBKU
b) anroputm noacraHoBkH
B) anroputm rammpoBanus

Camoii mpocTOoi Pa3HOBUIHOCTH TTOJICTAHOBKU SIBIISIETCS
A) mpocras 3ameHa
b) nepecranoBka
B) npocras nepecraHoBka

W3 cKkoIbKM TIOCTIEA0BATENBHOCTEN COCTOUT pacuindpoBKa TeKCTa Mo Tabiuliie
Buxunepa
A)3
b) 4
B)5
Kakue Tabnuip BukuHepa MOXKHO UCIIONB30BATh AJIs TOBBIIIEHHUS CTOMKOCTH

muppoBaHus

A) BO Bcex (Kpome NepBoii) cTpokax TaOiuIlbl OYKBBI pacroyiaratloTcsi B IPOU3BOJIBLHOM MOPSIIKE

B) B Ka4YC€CTBE KJIH04Ya UCIIOJb3YCETCsA CJ'Iy‘-IElfIHOCTB OCICI0OBATCIBHBIX YHUCET
B) HCT IIPABUJIBHOT'O OTBCTA

B 4yem cyTh MeTo/1a IepeCTaHOBKU
A) cuMBOITBI I(PPYEMOTO TEKCTA MEPECTABIISIOTCS TI0 OMPEISIICHHBIM IPaBHIaM BHYTPH
mmdpyemoro 6;10ka CHUMBOJIOB
b) 3amena andasura
B) Bce mpaBuibHBIE



31.

32.

33.

34.

35.

36.

37.

38.

39.

40.

CKOJTBKO CYIIECTBYET CIIOCOO0B TaMMHUPOBAHUS
A)?2
Bb)5
B)3

Yewm omnpeaensercsi CTOUKOCTh MU(PPOBaHUS METOJIOM TaMMHUPOBAHUS
A) CBOMCTBOM raMMBbI
b) nnuna xroua
B) Het npaBunbHOrO OTBETA

YTOo MOXKET HUCII0Jb30BaThCI B KAUSCTBE TaMMEI

A) mo6as mocae10BaTeNbHOCTh CIIy9aifHbIX CHMBOJIOB
b) uucio
B) Bce oTBeTHI BEpHBI

Kakoii meTon uicrionb3yercs npy mMuGpPOBaHUH C TIOMOIIBIO AaHATUTUIECKUX
npeoOpa3oBaHUA
A) anreOpsI MaTpPUIL
b) marpuna
B) ¢akropuan

UTo ucronp3yercst B Ka4ecTBe KIIto4a MpH MH(QPOBAHUH C TOMOIIBI0 aHATUTHYECKUX
npeoOpa3oBaHUA
A) marpuna A
b) BekTop
B) oOparnas matpuna

Kak ocymecTtsisiercs nqemu@poBaHue TEKCTA IIPU AaHATUTHUECKUX PeoOpa3oBaHUsIX
A) YMHOXEHHE MaTpHIIbI Ha BEKTOP
b) nenenune Matpuipl Ha BEKTOP
B) nepemHo)xeHue MaTpui

KoMmOuHammmu kKoMOMHHPOBAaHHOTO MeTO/1a U(PPOBAHUS:
A) mojicTaHOBKa+TaMMUPOBaHNE
b) rammupoBanue+raMMupoBaHue
B) noncranoBka+mepecraHoBKa

Jlist gero ucnonb3oBasicss DES-anropuTm u3-3a HEOOJIBIIOTo pa3Mep KITro4a
A) 3aKpbITHS KOMMEpUYECKOi HH(popMau
b) mmdposanus cexkperHoit unpopmanuu
B) Her npaBuibHOrO OTBETA

OcHoBHble obsacT npuMmeHennst DES-anroputma
A) XpaHeHHe JaHHBIX Ha KOMIIBIOTEpE
B) anexTpoHHas cuctemMa miuaTexei
B) ayrenTuduxamus cooOmeHui

Korma 6511 BBeieH B aeiicrsue 'OCT 28147-89
A) 1990
B) 1890
B) 1995



41.

42.

43.

44,

45.

46.

47.

48.

49.

50.

Hocrounctea 'OCTa 28147-89
A) BBICOKasi CTOMKOCTh
b) uena
B) rubxocTh

Yewm ormgaercs 6mok-cxema anroputma 'OCT ot 6510k-cxembr DES-anroputma
A) OTCyTCTBHEM HAYaJILHOM MEPECTAHOBKH U YUCIIOM IUKJIOB IMIM(PPOBAHUS
b) nnuHoM Kiroga
B) meronom mmdpoBanus

Kirou anroputma ['OCT — 370. ..
A) MaccuB, COCTOSIIIMKN U3 32-MEPHBIX BEKTOPOB
b) nocnenoBarenbHOCTD YKCEN
B) andasur

Kaxoit xmtou ucnosip3yercs B mmdpe 'OCT
A) 256-6uTOBBII
b) 246-6uToBbIii
B) 356-0uToBsIii

[Tpumepbl porpaMMHBIX HIH(PPATOPOB:
A) PGP
B)BestCrypt 6.04
B) PTR

[Tnrockl MpOrpaMMHBIX HIH(PPATOPOB:
A) nena
b) rubxocTh
B) ObicTpopeiicTBue

VK3]1 - a1o0...
A) yCTpoHCTBO KpUITOrpaprUECKON 3alUThl JaHHBIX
b) ycrpolicTBo kpunrorpadpuieckoi 3aJaHHOCTH JaHHBIX
B) Her npaBuibHOrO OTBETA

biiok ynpasnenus — 3to. ..
A) OCHOBHOM MOJTyJIb U(paTOpPa, KOTOPHIN «3aBEIyeT» pabOTOMN BCEX OCTABHBIX
b) yerpoiicTBo kpuntorpadudeckoil 3aJaHHOCTH JaHHBIX
B) npoxoanoit mmdparop

Breraucnurens — 3710. ..
A) HabOp PerucTpoB, CyMMaTOPOB, OJIOKOB MOJACTAHOBKHU, CBSI3aHHBIX COOO0 IIMHAMU MEepeaavu
JTAHHBIX
B) daiinml, ncnonp3yromye pa3IndHble METOIbI KAIIIHPOBAHUS
B) s3Ik onricaHust JaHHBIX

brok ynpasnenus — 31o0. ..
A) anmapaTHO peann30BaHHas IPOrpaMMa, YIpPaBJIOIasl BBIUUCIUTEIEM
b) s3b1K onMcaHus JaHHBIX
B) npouecc onpezeneHust oTBeyaeT Ha TEKyIlee COCTOSHUE pa3paboTKU TPeOOBaHUSIM JaHHOTO
JTana



o1.

52.

53.

54.

55.

56.

57.

58.

59.

60.

61.

Kakotii mmgparop MOKHO HCIIOTH30BATh [Tl 3aIIUTHI IepenaBaeMoii B CeThb
uHpopmaruu
A) oObIuHBIN IH(pPATOP
b) mpoxoanoii mudparop
B) tabnuunelit mmdpaTtop

Erunerckuii TEKCT JOTUPOBAJICS TPUMEPHO. ..
A) 1900 r. 1. H.5.
b) 1890 r. 1. H.5.
B) 1990 1.

OnauH U3 caMbIX U3BECTHBIX METO/I0B MIH(PPOBAHUSI HOCUT UMSL. . .
A) Le3aps
b) I'eitna
B) Buxunepa

W3 KakuX CTPYKTYPHBIX €AMHHII COCTOUT IU(POIIPOIIECCOp
A) BBIYHCIIUTEIH
b) 6510k ymipaBnenus
B) 6ydep BBOIa-BBIBOA

Kpuntorpaduueckue neiicTBUsI BHIOIHSET. . .
A) BBIUUCIIUTETD
b) 6ydep BBOa-BRIBOJA
B) 6510k ynpaBneHus

Haubonee usBecTHble pa3HOBUAHOCTH IOJIMaI(paBUTa:
A) OIHOKOHTYpHBIE
b) MHOrOKOHTYpHBIE
B) nonukpHTYpHBIE

3amudpoBaHHbIN (ailn, XpaHALHics Ha JOTHYECKOM JHCKe, KOTOPbIH MOJIKI0YaeTCs K

CHUCTEME KAaK €Ile OJIUH JIOTUYECKUN JUCK — ITO. ..
A) BUpPTyaJIbHBINA KOHTEHHED

b) ¢aiin

B) nporpamma

Y CeTpoiCcTBO, Jarolee CTaTUYECKH CIIyYalHbINA IIYM — 3TO...
A) reHeparop ciay4yailHbIX Yncen
b) KoHTpoJIb BBO/Ia HA KOMIIBIOTEP
B) VK31

Kakue nononaHutensHble NOPTHI BBOJA-BhIBOAA coaepxkuT Y K3/1:
A) COM
b) USB
B) FGR

CKOIBKO CYIIECTBYET MepecTaHOBOK B cTanmapte DES
A)3
b) 4
B)2

Kakwne nepectaHOBKH CyIIecTBYIOT B cranaapte DES



A) npoctblie
b) pacimmpennbie
B) cokpaiiennsie

62. Kak naspiBaercs moaudukanus DESa
A) Triple Des
b) M-506
B) Deh

3.6. Tunossle 3amanus U1t poMexyrounoro koHtpois nmo MJIK.02. 02
Kpunrorpaguyeckue cpeacTBa 3aliuThl HHGOPMALIUU

1) Dx3aMeHAIHOHHBIE BONPOCHI

[Ipenmer u 3apaun kpunrorpaduu. Mcropus kpunrorpadhuu. OCHOBHBIE TEPMHUHBI.

DNEeMEHTHI TEOPUHM MHOXKECTB. I 'pyIIIbl, KOJb1a, MOJIS.

Jemumocts uucen. [Ipusnaku nenumoctu. IIpocTeie n cocTaBHbIE YnCa.

OcHoBHas Teopema apudmernku. Hanbonbummii o0mmii nenurens. B3auMmuo npocTsie

ymcna. Anroput™ EBknnna ans naxoxaenus HOJL.

OtHomenus cpaBHuMocTH. CBOWCTBA CpaBHEHUU. Moy sipHas apru(pMETHKA.

Knaccel. [Tonnast u npuBeaenHas cuctema BbiueToB. OyHkIms Ditnepa.

Teopema depma-Ditnepa. AITOpUTM OBICTPOTO BO3BEICHUS B CTEIICHD 110 MOJTYJIIO.

CpaBHeHus nepBoii ctenenu. Jlnnelinsle 1noQanToBbl ypaBHeHUs. PacimpeHHsblit

anroputm EBkinna.

9. Kwuralickas Teopema 00 ocTaTKax.

10. IIpoBepka ymcen Ha TPOCTOTY. AJTOPUTMBI TEHEPAITUH ITPOCTHIX YHCEI.

11. Merox npoOHbIx Aenenuil. Pemero Dpatocdena.

12. PaznosxeHue ynciia Ha MHOKUTEH. AroputMel haktopusanun. akropusamnus Depma.
Meron [lomnapna.

13. AnropuTtMBl ucKpeTHOTO Jorapudmuposanus. Merton [Tomnmapaa. Merox Loppa.

14. Apudmernyeckue onepanuy Haj OOJbIIUMHU YUCIAMH.

15. DnnunTHYecKrue KpUBbIEC U UX MPUIIOKEHUS B KpUNTorpaduu.

16. Knaccuduxanus 0CHOBHBIX METOAOB KPUNTOrpaduyecKoi 3amuThl. MeTo bl
CUMMETPUYHOTO HIM(POBAHUS

17. llIudpst 3amensl. [IpocTast 3ameHa, MHOToa1(paBUTHAs MOJCTaHOBKA,
IPONOPLUOHATIBHBIA HIHPDP.

18. Metozs! nepectaHoBKH. TabauuHas nepecTaHOBKA, MapIIpyTHas epecTaHOBKa

19. 'ammupoBanue. ['aMMupoBaH#e ¢ KOHEYHOH 1 OECKOHEUHOW TaMMaMH

20. OcHoBHBIE METO/IBI KpUNTOaHaIM3a. Kpunrorpaguueckue ataku.

21. Kpunroradguueckasi CTOMKOCTb. AOCONIOTHO CTOWKHE KPUIITOCUCTEMBI. [IprHHINTIBI
Kupxxoddca.

22. TlepcrieKTUBHBIC HAPABJICHUSI KPUIITOAHAIN3a, KBAHTOBBI KPUIITOAHAIIH3.

23. OcHOBHBIE IPUHLIHUITEI TOTOYHOTO MHppoBanus. [Ipumenenue reneparopos [1CY B
KpunTorpaduu.

24. MeTopl IOTyYEHUs TIceBIoCTyqYaiHbIX nocnenoBatensHocteil. JIKI, meton
®ubdonayuu, meton BBS.

25. KogupoBanue unpopmanuu. CUMBOJIbHOE KoanpoBaHUe. CMBICIOBOE KOIHUPOBAHHUE.

Mexanuzanus mmdposanus. [Ipencrasnenne nndpopmanuy B ABOUYHOM Koje. Tabnuna

ASCII.

NS

NGO



26. Kommprorepusanus muppoBaHus. AnnapaTHoe U IporpaMMHoe mudpoBanue
CranpapTu3anus NporpaMMHO-aNNapaTHbIX KPUNITOrpaUIeCKUX CUCTEM U CPEACTB.
W3yueHre COBpEMEHHBIX IPOTPAMMHBIX M allllapaTHBIX KPUITOTPa(hUIECKUX CPEICTB.

27. O6mue cBenenust. CTpyKkTypHasi CXeMa CUMMETPUYHBIX KPUITOIpapUUECKUX CUCTEM

28. OreuectBenHble anroputmMbl Marma u Kysneuunk u cranaaptel [OCT P 34.12-2015 u
I'OCT P 34.13-2015.

29. Cummerpuunsie anroputmsl DES, AES, 'OCT 28147-89, RC4

30. Kpunrocuctems! ¢ OTKpbITEIM KitouoM. HeoGpatumocts cuctem. CTpyKTypHas cxema
mH(POBaHUS C OTKPBITHIM KITFOYOM.

31. DneMeHTHI TEOPUU YUCEI B KPUNITOIPa(UU C OTKPBITBIM KIIFOUOM.

32. Ayrentudukanus nanasix. O6ume nousrus. 1. MAC. OgHoHanpaBieHHbIE XEII-
GyHKIMU. ATropuT™Mbl IH(POBOH noAnuCcH

33. ANIropuTMBI pacnpeeseH s KIIoYel ¢ IPUMEHEHHEM CUMMETPHYHBIX
acUMMeTpUYHbIX cxeM [IpoTokosiel ayTeHTHGUKaLUN.

34. Bzaumnas ayrentudukanus. OTHOCTOPOHHSS ayTeHTU(DUKALUS

35. A6onentckoe mudposanue. [lakerHoe mudpoaHue. 3anmra IEHTPa reHepanuu
KIIFOYCH.

36. Kpunromapuipytuzarop. [lakeTHbiit puistp

37. Kpunirorpadudeckas 3aniura 6ecripoBOIHBIX COSTUHEHNH B ceTsix cranmapra 802.11 ¢
ucnojib3oBanreM npotokosioB WPA, WEP.

38. IlpuHImIb! QYHKIIMOHUPOBAHHS HJIEKTPOHHBIX IJIATEKHBIX CUCTEM. DIIEKTPOHHBIE
IUTACTUKOBbIE KapThl. [lepcoHanbHbIi MIeHTH(PUKALMOHHBIA HOMEp

39. Ilpumenenne KpuntorpadhuIeckux MPOTOKOIIOB Il 00ecTiedeHns: 0€30MacHOCTH
3JIEKTPOHHONW KOMMEPIIHH.

40. CxpsITas nepenavya HHPOPMALUU B KOMITBIOTEPHBIX cucTemax. [Ipobiema
ayTeHTU(UKALKUU MYJIbTUMEIUHHON HHPOpMAaLUK. 3alUTa aBTOPCKUX IPaB.

41. Meronbl KOMIIbIOTEpHOU cTeranorpaduu. Lludposeie BoAsiHbIE 3HAKH. AJTOPHUTMEI
BcTpauBanus 1[B3

Kpurepun onenok:

— OLEHKa «OTJIMYHO», €CIM CTYIeHT o0najgaer TIJyOOKUMH M NPOYHBIMU 3HAHUSAMHU
IIPOrPpaMMHOTO MaTepuaya; MpH OTBETE Ha BOIPOCHI MPOAEMOHCTPHUPOBAT HMCUEPIIBIBAOLIEE,
MOCJIEI0BATEIbHOE U JIOTHUECKU CTPOMHOE M3JI0kKEHUE; MPaBIIIbHO COPMYIHUPOBAI MOHITUS U
3aKOHOMEPHOCTH I10 BOIIPOCAM; CIENAJl BBIBOJ 110 U3JIara€MOMY MaTEpHay;

— OIIEHKa «XOpOIIOY», €CIM CTYJIEHT o0JiafaeT JOCTaTOYHO MOJHBIM 3HAHMEM MPOrPaMMHOIO
MaTepHala; ero OTBET MPEACTaBIIAeT PAMOTHOE U3JI0KEHHE y4eOHOro MaTepuaia; HO UMEITCS
CYILIECTBEHHbIE HETOYHOCTH B (JOPMYJIUPOBAHUYU MOHITUH U 3aKOHOMEPHOCTEH O BOIIpOCaM; He
MIOJIHOCTBIO CJI€JIaHbl BBIBOJIBI [10 U3JIara€MOMYy MaTepuaiy;

— OLIEHKA «yJJOBJIETBOPUTEIBHOY, €CIIM CTYEHT UMEET OOIIMEe 3HaHUSI OCHOBHOIO MaTepuaia 0e3
YCBOEHHsSI HEKOTOPBIX CYIIECTBEHHBIX MOJOXEHUH; (OPMYIHPYET OCHOBHBIE IOHATUS C
HEKOTOPOW HETOYHOCTBIO; 3aTPYIAHSAETCAd B IPUBEICHUN IIPUMEPOB, IOATBEPKIAIOIINAX
TEOPETUUECKUE TIOJIOKECHUS;

— OLEHKAa «HEYNOBJICTBOPUTEIBHO», €CIM CTYyJE€HT HE 3HAaeT 3HAYNUTEIbHYKO 4YacThb
IpOTPaMMHOT0 MaTtepHaia; JOMYCTHJI CYLIECTBEHHbIE OIIMOKM B TpOLIECCe H3JIOXKEHUS; HE
yMeeT BBIJENUTH IJIaBHOE U CliedaTh BBIBOJ; MPHUBOJIUT OIIMOOYHBIE OMpPENETIeHMs; HU OJIUH
BOIIPOC HE PACCMOTPEH 10 KOHIIA, HABOAAIIKME BOIIPOCH! HE IIOMOTalOT.



4. TpeooBanus Kk 1u(depeHUNPOBAHHOMY 3aUeTy 10 YueOHOM 1 (MJI1) MPOU3BOACTBEHHOM
NMPaKTHKe

JuddepeHurpoBanHbIN 3a4eT M0 y4yeOHOM U (W) MPOU3BOICTBEHHON NMPAKTUKE BBICTABISECTCS
C YYETOM JAaHHBIX aTTECTAllMOHHOT'O JIUCTA (XapaKTePUCTHKU IPOPeCcCHOHANbHOMN AEATeIbHOCTH
00ydJaromerocs/CTyieHTa Ha TPaKTHKE) C yKa3aHWEM BHJOB pPa0dOT, BBIMOJIHEHHBIX
oOyyaromuMcsi BO BpeMsl NPAKTUKU, MX 00beMa, KauecTBa BBIIOJHEHHS B COOTBETCTBUU C
TEXHOJIOTUEH U (UJIH) TpeOOBAaHUSIMU OPTaHU3AINH, B KOTOPOH MMPOXOAMIa MPAKTHKA.

4.1. O1ieHOYHBIE MaTepUATIBI

[lepeueHb BOIIPOCOB K cOOECEJOBAHUIO 10 IPOU3BOACTBEHHON IPAKTUKE

Kparkas xapakTeprcTHKa MecTa PaKTUKU

TpeOoBaHus 1O 3aIIKUTE NEPCOHATBHBIX JaHHBIX

TpeboBaHus 110 3aUTe KOHPHUIACHIIMATBHBIX JAHHBIX MPEAPHUITUS
CucTeMbl KOHTPOJIS U YIPABJICHUS JOCTYIIOM Ha MPEANPUIATHN
Crioco0b! orpaHryYeHHs JOCTYIa K HHpOopMaIum

[Tpy3Hakyu HAIMYKS BPEIOHOCHOTO MPOTPaMMHOT0 00ECTICYCHHUS
CpencTBa 3amuThl HHPOPMAIIUU B KOMIIBIOTEPHBIX CETIX

CpencTtBa 00HapyKEHUSI KOMITBIOTEPHBIX aTak

©OoN R wDdE

CriocoObI peaynpexAeHHs] KOMIIBIOTEPHBIX aTak
10 [TporpaMmMHo-arnapaTHbie CpeACTBa YHUUTOKEHUS HH(OpMAaILlUK U HOocuTellel nHbopMauu



4.2. dopma aTTeCTaIIMOHHOTO JUCTA (M3 JHEBHUKA 1O TTPAKTUKE)
ATTECTAIIMOHHBIN JIMCT IO YYEBHON/ITPOU3BOJICTBEHHOM IMTPAKTUKE

@HUO obyuarowezocs

obywaronuiics (asicsi) Ha ___ kypce mo crnenuanbHocti CIIO 10.02.05 OGecrnieuenue
WH(OPMAIIMOHHONW  0€30MaCHOCTH  aBTOMATHU3MPOBAHHBIX CHCTEM YCIENIHO Mporen(iia)
y4eOHYIO/TIPOM3BOJICTBEHHYIO TPAKTUKY 10 TpodeccuoHaibHoMy Moayiao IIM.02 «3Baummra
HHPOPMALMM B ABTOMATH3MPOBAHHBIX CHCTEMAX MPOrPaMMHBIMHU M NMPOrPAMMHO-ANNAPATHBIMH
cpeacTBaMm»

B 00bEME C«_» 20 r. mo«__» 20T

B OpTaHU3aIMH /Ha TPEIPUATHH
HAUMeHOBAaHUe OP2aAHU3AYUU/APEONnPUAMUL, IOPUOUYecKull aopec

Buabl 1 ka4eCcTBO BHINOJIHEHUA paGOT

Buzpl pabot, BHIIOTHEHHBIX O6Bem KavecTBo BhImonHeHHsT paboOT

oOydatorumMcsi(ercst) BO BpeMsl TPaKTHKH pabot (onTUMAaNBEHBINA/CpeTHUH/ TOTTYCTHUMBII
YpOBEHD)

Hroro

PykoBoauTens OT npeanpusITUs

(OondrcHocmo, pamunus, ums, omuecmeo)

Jlata / /

(noonucy) Pacwupposka noonucu

PykoBoautens npaktuku oT I'BIIOY «IIXTT»

(mOIKHOCTD, PaMUITHS, UMSI, OTIECTBO)

ata / /

(noonucw) Pacwugposka noonucu




5. BemoMocTh K 3k3aMeHy KBATH(QUKALTOHHOMY

CreuuajJbHOCTEL

IIpodeccuonaabHbIH MOLYIb

Jara npoBenenust
DUO odyyaromerocs

JK3aMeHAIMOHHBIH OHJIeT

ToCyapCTBEHHOE OIOKETHOE MPO(ECCHOHATHHOE 00pa30BaTENEHOE YUPEKICHUE

«IlepMckHnii XMMMKO-TEXHOJIOTMYECKHMI TEXHUKYM»

9K3AMEHAIIMOHHAS BEAOMOCTbD

10.02.05 Ob6ecneuenre HHPOPMATHOHHON OE30IIACHOCTH aBTOMATH3NPOBAHHBIX CHCTEM

IIM.02 3ammra nHpOpManyy B aBTOMATH3UPOBAHHBIX CUCTEMAX MPOTrPaMMHBIMH U IPOTPAMMHO-aIIaPaTHBIMH CPEACTBAMHU

Koasb! nposepsieMbIX
KOMIIeTeHI Ui

OcHOBHBIE IOKA3aTeJIH OLEHKH Pe3yIbTaTa

DopMBbI U METOABI
KOHTPOJISl M OLIEHKHU

CoorBercTBHE/
He
COOTBETCTBHE
MOKA3aTe 10

(+1-)

Ouenka
(3auteHo / He
3a4TEHO)

[IK 2.1. OcymecTBnaTh
YCTaHOBKY U HACTPOUKY
OTIEIbHBIX MPOTPAMMHBIX,

yCTaHaBJIMBaeT IPOrPaMMHEIC U IIPOTPaMMHO-aNIapaTHBIE CPeACTBa
3aIUTH HHPOPMAIIHH;
HACTpaWBaeT MPOrPaMMHBIC U TIPOTPaMMHO-aNIapaTHBIC CPEACTBA 3AIIUTHI

OueHka pe3ysbTaToB
BBINTOJTHEHUS 3a/1aHUH
OKcnepTHast OLCHKA

IIPOTPaMMHO-AIIaPaTHBIX uHpOpMaLmH; AOKYMEHTOB .
CPEJICTB 3alIUTHI MIPUMEHSET IPOTPpaMMHbIE U TPOTPaMMHO-aNNapaTHbIe CPEJCTBA 3AIIUTHI [IPOU3BOACTBEHHOU
uH(popMaLun uH(pOPMALUK, B TOM YHUCJIE, B ONIEPALMOHHBIX CUCTEMaX, KOMIBbIOTEPHBIX HPaKTUKH

ceTsx, 0a3ax JaHHBIX.
IIK 2.2. ObecneunBath YCTaHABJIMBAET CPEJCTBA AHTUBUPYCHOM 3aILIUTHI; OleHKa pe3ynbTaToB

3aIuTy MHGOPMAINH B
ABTOMATHU3MPOBAHHBIX
CHUCTEeMax OTJEIbHBIMHU
IIPOTPaMMHBIMH,
IIPOrpaMMHO-aIIapaTHEIMU
CPEACTBAMHU.

HACTpaMBaeT CPE/ICTBA AaHTHBUPYCHON 3aIINUTHI B COOTBETCTBHHU C
MPEIbABISEMBIMH TPEOOBAHUSIMU;

yCTaHaBJIMBaeT MPOrPaMMHEIC U IIPOTPaMMHO-aIIapaTHBIC CPEACTBA
3alIATHI THPOPMALIUH;

HACTpaWBaeT IPOTPaAMMHEIC U IIPOTPaMMHO-AIMIAPATHBIE CPEICTBA 3aIUTEI
HHPOpPMALINY;

MPUMEHSIET CUCTEMBI KOHTPOJISA U YIPABIECHUS JOCTYIOM JUISl 3aLIUTEI
nHpOpPMAaLNH;

MIPOBEPSIET BHIIOIHEHUE TPeOOBaHUI 10 3amuTe HHPOPMAIIUH OT
HECAHKIIMOHWPOBAHHOTO JIOCTYTIA IIPH aTTECTAIINH OOBEKTOB
nH(pOpMaTH3aIKU 10 TpeOoBaHUSIM 6e30MmacHOCTH HHPOPMAITUH;

BBITIOJTHEHHUS 3aJaHUH
DKcnepTHas OlleHKa
JOKYMEHTOB Y4E€OHOH H
MIPOU3BOJCTBEHHOU
MPaKTUKU

IIK 2.3. OcymiecTBiaTh
TEeCTHPOBaHUE (DYHKITHHA
OT/ICIIbHBIX IPOTPAMMHBIX U
MIPOrpaMMHO-aIapaTHBIX

MPOBOJIUT JIMATHOCTHKY IPOTPAMMHO-ANIIAPATHBIX CPEJICTB 3AIUTHI
nHpOpMALNY;
yCTpaHseT 0TKa3bl B pab0Te NPOrpaMMHO-AIIAPATHBIX CPEICTB 3alHUThI
nHpopmanuy;

OrneHka pe3yabTaToB
BBINOJTHEHUS 3a/IaHUI
DKcnepTHas OlleHKa
JIOKYMEHTOB Y4E€OHOH H




CPEACTB 3aLIUTHI
nHpopmanuu

obecrieunBaeT pabOTOCIIOCOOHOCTH MPOrPaMMHO-AIINAPATHBIX CPEICTB
3alIUTHl HHOPMAIIHY;

TecTHpYyeT QYHKIMU IPOrPaMMHO-aIIaPAaTHEIX CPEIICTB 3aLUThI
HHPOpPMALNH;

BOCCTaHABIIMBAeT pabOTOCIIOCOOHOCTE MPOrPaMMHBIX U IPOTPaMMHO-
aNnapaTHIX CPECTB 3alIUThl HHYOPMAIUHL.

HpOH3BOI[CTB€HHOﬁ
IpaKTUKU

[IK 2.4. OcymecTBiATh
00paboTKy, XpaHeHHE 1
nepeaavy HHPOpManuu
OTPaHUYEHHOIO JIOCTYIa

NPUMEHSeT CHMMETPHYHBIE U aCHMMETPHYHBIE KpHITOrpaduueckue
QIITOPUTMBI M CPEICTBA INU(PPOBAHNS JAaHHBIX;

MPUMEHSET IPOrpaMMHBIE U TPOTPaMMHO-AIIIapaTHBIE CPEACTBA IS
3alMTH HHpOPMAIMU B 0a3ax JaHHbIX;

MPOBEPSIET BHINOJHEHUE TPEOOBAHUM IO 3alUTe HHPOPMAIMU OT
HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA IIPH aTTECTalluU OOBEKTOB
nH(opMaTu3anuy 1o TpeOOBaHUsIM 0€30MaCHOCTH HHPOPMAIINY;
NPUMEHSET MaTeMaTHYECKUH armapar JUisl BBIIOJIHEHUS
Kpunrorpaduueckux npeodpasoBaHui;

UCIIONIB3YeT THIIOBBIE IPOrPaMMHBIE KpUIITOrpadUuecKue CpesicCTBa, B TOM
YHCIIE DJICKTPOHHYIO MOAIHCH.

OreHKa pe3yIbTaTOB
BBITIOJTHCHHS 3aJaHUH
DKcrepTHAas OIICHKA
JIOKYMCHTOB Y4€OHOH U
MIPOU3BOJICTBEHHON
MPAKTHKH

[IK 2.5. YHuuTOXAaTh
nH(pOpManNIo ¥ HOCUTEIN
HHPOPMALIUH C
HCIIOJIb30BaHHEM
MPOTrPaMMHBIX U
POrpaMMHO-aNIapaTHBIX
CpeaCTB

BeZeT YUET MHPOPMALINH, U1 KOTOPOH YCTAaHOBJICH PEKIM
KOH(HICHIIHATBHOCTH;

o0OpabatbeiBaeT HHPOPMAITHIO, UTI KOTOPOH YCTAaHOBIICH PEKUM
KOH(HICHIIMATBHOCTH;

obecrieunBaeT Ha/Ie)KHOE XpaHeHHe HHPOPMAIIUH, JJIsl KOTOPOU
YCTaHOBIICH PEXKHUM KOHPUICHIHATBHOCTH;

nepeaaeT HHGOPMAIHIO, A1 KOTOPOH YCTAHOBIIECH PEXKUM
KOH(UJCHIINATBLHOCTH, C COOJIIOICHHEM YCTAaHOBJICHHBIX TPEOOBAHMIA,
MPUMEHSET CPEACTBa TAPAHTHPOBAHHOTO YHHITOKECHUS HH()OPMAIIHH.

OrneHKa pe3ynbTaToB
BBITIOJIHEH NS 3aJaHUH
OkcrepTHas OlleHKa
JIOKYMEHTOB y4eOHOH U
MIPOU3BOJCTBEHHOM
HpPaKTUKU

[IK 2.6. OcyuiecTBiTh
PETHCTPAIMI0 OCHOBHBIX
coOBITHIT B
ABTOMATHU3MPOBAHHBIX
(nH(OpPMAITHOHHEIX)
cUcTeMax, B TOM YHUCIIE C
UCIIOJIb30BaHHEM
MPOTrPaMMHBIX U
MPOrpaMMHO-aNNapaTHBIX
cpeacTB oOHapyKeHHs,
NpeAYNPExIASHUS 1
JIMKBHUIALUH OCJIEACTBUN
KOMITBIOTEPHBIX aTaK

paboTaer ¢ mocucTeMaMH PErHCTpalui COOBITHI;

BBISBJIICT COOBITHS M MHIMACHTHI O€30I1aCHOCTH B aBTOMAaTH3UPOBAHHOM
CHCTEME;

yCTaHaBJIMBAaeT IPOrpaMMHBIE U IIPOrpaMMHO-aIapaTHbIE CPeCTBa
3aIIUThl HHPOPMAINK;

HacTpauBaeT MPOrpaMMHBIE M IPOTPaMMHO-aIIapaTHbIE CPEICTBA 3aAIUTHI
nHpOpMaLNY;

MPUMEHSET IPOTrpaMMHBIE B TPOTPaMMHO-aIIapaTHBIE CPEACTBA 3AIIUTHI
nHpOpPMAaLNY;

OCYILECTBIISIET MOHUTOPHHT M PETUCTPALINIO CBEICHUH, HEOOXOIUMBIX IS
3anUThl 00BEKTOB HHPOPMATH3AIINH, B TOM YHCIIE C HCIIOIH30BAHUEM
MPOTPAaMMHBIX U ITPOTrPaMMHO-ANIaPaTHBIX CPEJCTB OOHAPYKEHHUS,
OpeayNnpexAeHUs U IMKBUJALMY TOCIEACTBUI KOMIBIOTEPHBIX aTak.

OueHka pe3ysbTaToB
BBINTOJTHEHUS 33/1aHUH
OKcnepTHast OLleHKa
JOKyMEHTOB y4eOHOH 1
TIPOM3BOICTBEHHOM
TIPaKTHKH

OK 01. Bribupats crioco0sr
peLreHus 3a1a4
po¢eCCHOHATBHOM

pacro3Haer 3a/1a4y W/uiy npodiieMy B MpodecCHOHAIEHOM KOHTEKCTE;
AHAIM3NPYET 3a/1auy W/WIH NpoOJieMy 1 BBIAEIIET €€ COCTaBHbIC YacTH;
OIpeieNseT 3Talbl PEIICHUs 3a1a4H;

Hab6mronenue 3a
00yJaroImumMcs BO BpeMst
TEOPETUIECKOTO




JACATCIBbHOCTH,
MPUMECHUTEJILHO K
Pas3sIMIHBIM KOHTEKCTaM

BBISIBISICT U OCYIIECTBISCT MOUCK UH(POPMAIUK, HEOOXOTUMOH ISt
pelleHHS 3a]]a9 W/UIH IPOOJICMEI,

COCTaBIISICT IJIAH JACHCTBUS; ONpPEIesieT He0OXOIUMBIE PECYPCHI;
BJIaJIeeT aKTyaJbHBIMH METOAAMHU PaOOTHI B IPO(ecCHOHAIEHON 1
CMEXHBIX chepax;

peanu3yeT COCTaBIICHHBIN IUIaH;

OLICHUBAET PE3YJIbTAT U MOCIEICTBUS CBOUX IEUCTBUM, BBIIEIAET B HEM
CUIIbHBIC U CJTa0bIC CTOPOHBI

oOyueHHS U
TIPOXOXKJICHUS YueOHON
MIPaKTHKH.

Bomnpocsl no pemenuo
CHUTYaI[OHHBIX 3a7a4
OKcriepTHas OIICHKa
JOKYMEHTOB I10 YIeOHOI
U IPOU3BOJCTBEHHOM
MIPaKTHKE

OkcnepTHast OLeHKa
KYpPCOBOT'O IIPOEKTa

OK 02. OcyiecTBasTh
MTOWCK, aHAJIH3 U
HHTEPIPETALHUIO

nHPOPMALNH, HEOOXOAUMOH

JUTS BBITIOJTHEHUS 337524
npodeccHoHaIBEHOM
JIESITEIEHOCTH

ompenessieT 3a1a4i MOUCKa HHPOPMAIHH;

orpeziessieT HeoOX0JUMbIEe HCTOYHUKH HH(pOpMany;
IUIAHUPYET TPOIIECC TTOKCKA;

CTPYKTYPHPYET HOIy4aeMyt0 HH()OPMAIIUIO B COOTBETCTBHH C
napaMeTpaMu IMOKCKa,;

BBIJICIISIET HAUOOJIEe 3HAYMMOE B TepevHe HHPOPMAIIHY;
OLICHUBAET MPAKTUICCKYIO 3HAYUMOCTh PE3YJIbTATOB MOUCKA;
UHTEPIPETHPYET MOIYyYCHHYIO0 HHOPMAIHIO B KOHTEKCTE
npo¢eCCUOHANTBHOM NeSITeIBHOCTH;

oopMIIsIeT pe3yNbTaThl MOKCKA

Habmtonexue 3a
00y4aroIumMcs BO BpeMst
TEOPETHIECKOTO
oOyueHHs u
TIPOXOXKICHUS YIeOHON
MIPaKTHKH.

Bomnpocs! o penienuro
CHUTYaI[IOHHBIX 33724
OKcnepTHast OLCHKA
JOKYMEHTOB M0 y4eOHOM
Y IPOU3BOACTBEHHOM
HpaKTHKE

OK 03. [TmarupoBaTh 1
peann30BbIBaTH
cOOCTBEHHOE
poeCCHOHATIBHOE U
JIMYHOCTHOE Pa3BUTHE

UCIIOJIb3YeT aKTYaJIbHYI0 HOPMAaTUBHO-TIPABOBYIO IOKYMEHTAIUIO MO
CIIELIMATIBHOCTH;

MPUMEHSIET COBPEMEHHYIO Hay4YHO MTPO(PECCHOHANBHYIO TEPMUHOJIOTHIO;
OIpeIesIseT aKTyalbHOCTh HOPMATHBHO-TIPABOBOM JIOKYMEHTAIH B
npoecCHOHANILHON JIEITEbHOCTH;

BBICTPaNBaeT TPACKTOPHHU NMPO(GECCHOHATBEHOTO ¥ JIMYHOCTHOTO PA3BUTHS;
y4acTByeT B KOHKYpcax npo(ecCHOHAIBHOTO MacTepCTBa;

Y4acTBYET B MEPOINPHUATHSIX MPO(ECCHOHAIBHONH HaNPaBICHHOCTH
(BeOMHApHI, ceMUHAPHI, KOH(DEPEHIINH, KPYTIIBIe CTONEI, (YOPYMBI U T.11.)

Ha6mronenue 3a
00yJaromumMcs BO BpeMs
TEOPETUIECKOTO
oOydeHus u
TIPOXOXK/ICHUS YIeOHON
TIPAKTHKH.

OKcnepTHast OLleHKa
TOPTQOIHO.
OKcnepTHast OLleHKa
JIOKYMEHTOB I10 Y4eOHOH
Y IIPOU3BOJCTBEHHOU
MIPaKTHKE

OK 04. Paborats B
KOJUIEKTHBE U KOMaHJIE,
3¢ heKTHBHO
B3aMOCHCTBOBATH C

KoOJIJIeraMu, pyKOBOJICTBOM,

KIMCHTaMH

Y4acTBYeT B JIEJIOBOM 00mIeHNH A1 3(h(HEeKTHBHOTO PELICHNUS IETOBBIX
3ajay;

IUIAaHUPYET MPO(ECCHOHATIBHYIO JESITEILHOCTD;

OpraHu3yeT paboTy KOJUIEKTHBA M KOMaH/IbI;

B3aUMOJICHCTBYET C KOJUIETaMu, PYKOBOJCTBOM, KIIMEHTAMU;

P IPYNIOBOM 00CY>K/IEHHH 33/1a€T BOIPOCHI JJIsl IOHUMaHHS UIeH
APYTrHX;

NP IPYNIOBOM 00CY>K/I€HHH: YOEXKIaeTCsl, YTO KOJUIETH I10 TPpYIIIe

HaOmronenue 3a
00yJaromumMcst BO BpeMs
TEOPETUIECKOTO
oOydeHus u
MPOXOXKICHHS yUeOHOM
MPAKTHKH.

Habmronenwue 3a
BBIIIOJTHEHUEM
TPYIIIOBBIX MTPOSKTHBIX




MOHSUIM NPEJIOKEHHYIO HJIEI0;

Y4acTBYeT B JESITEIbHOCTH IO BBISIBICHHUIO PECYPCOB KOMaHIbI;
aHaMM3UpyeT paboTy WICHOB IPYIIIIbI;

aHATM3UPYET Pe3yIbTaThl BEITOJHEHHOTO 33IaHUS;

MPE3CHTYET PE3yNbTaThl PAOOTHI IPYIIIIHI;

3aIIMINACT NOTyYCHHBIC KOMAHAON pe3yIbTaThl

pabor.

OkcnepTHast OLleHKa
JOKYMEHTOB I10 YIeOHOI
U IPOU3BOJCTBEHHOM
MIPaKTHKE

OK 05. OcymiecTBasTh
YCTHYIO M THCbMEHHYIO
KOMMYHUKAIIHIO Ha
TrOCYIapCTBCHHOM SI3BIKE C
Y4eTOM 0COOCHHOCTEH
COLMATILHOIO U
KYJIBTYPHOTO KOHTEKCTA

rpaMOTHO (YCTHO U MUCBMEHHO) H3JIaraeT CBOU MBICIIH 0
npo¢ecCHOHAIBHON TeMaTHKE Ha TOCYJapCTBEHHOM S3BIKE;

MPOSBIISIET TOJIEPAHTHOCT B pabo4yeM KOJUIEKTHBE;

M3BJICKAET U3 YCTHOHM peur (MOHOJIOT, UAJIOT, IUCKYCCHS) HY>KHYIO
MH(OpMALIUIO U JIOTHYECKUE CBS3H, OPTaHU3YIOIINE 3TY HHPOPMALIHIO;
rpaMOTHO 0OpMIISET JOKYMEHTHI Ha TOCYJAPCTBEHHOM SI3BIKE;
KOPPEKTHO O0IIaeTCs ¢ MPEroAaBaTe/ MU U OHOTPYIIITHUKAMH;
COOJIOAaeT 3aJaHHbIH JKaHP BBICKAa3bIBAaHMS (CIIy>KE€OHBIH TOKIaM,
BBICTYIUICHHE Ha COBEIIAHNUY / COOpaHNH, IPE3eHTALMs ToBapa / YCIyr);
KOPPEKTHO OTBEYAET Ha BONPOCHI, HANIPaBJICHHbIC HA BEIICHEHHE MHEHHS
(mo3unun);

3a7aeT YeTKo ChOpMyIHPOBAHHEIE BOIPOCHI, HANIPABJICHHBIC HA ITOJIYYCHUE
HeoO0XomuMoi HH()OPMAITHH.

HaOmroenue 3a
00yJaromumMcs BO BpeMs
TEOPETHIECKOTO
o0OyucHHS U
MIPOXOXKICHUS YueOHOU
MIPaKTHKH.

Bomnpocs! no pemenuo
CUTYallUOHHBIX 3a/1a4.
OKcnepTHast OLCHKA
JOKYMEHTOB MO y4eOHOM
1 TIPOM3BOACTBEHHON
TIPaKTHKE.

OKcnepTHast OLCHKA
KYPCOBOTO TIPOEKTa

OK 06. IIposBnsTs
TrpaXKIaHCKO-
MaTPUOTUYECKYIO MO3HUIIHUIO,
JIEMOHCTPUPOBATH
0CO3HAHHOE MMOBEJCHHE Ha
OCHOBE TPaJIUIIMOHHBIX
00II1eYET0OBEUYECKUX
LEHHOCTEMN.

COO0JIF0TacT HOPMBI TIOBEICHUS BO BPEeMsl YUCOHBIX 3aHATHUH U IPOXOKIACHUS
y4eOHOU U TPOU3BOJCTBEHHON MPAKTHK;

[MOHUMATh 3HAYMMOCTh CBOEH CIEMalbHOCTH;

JIEMOHCTPHPYET MOBEACHNE Ha OCHOBE O0IIEYETIOBEYECKHUX IEHHOCTEH

Hab6nronenue 3a
00y4aroImumMcs BO Bpemst
TEOPETHYECKOTO
oOydeHus u
HPOXOXKACHUS YIeOHOMH
HPaKTHKH.

OKcnepTHast OLleHKa
JOKyMEHTOB O y4eOHOM
1 TIPOM3BOACTBEHHON
MIPAKTHKE

OK 07. CopneiicTBOBaThH
COXPaHCHHIO OKPY>KaIOMIeH
cpensl,
pecypcocOepeReHuto,

a3 exTrBHO AECTBOBATH B
YpEe3BbIYANHBIX CUTYAIIHSX.

3¢ GEKTUBHOCTD BBITIOJIHEHHUS PABUII TEXHUKH OE30MACHOCTH BO BPEMsI
yueOHBIX 3aHATHUH, TIPH TPOXOXKICHUH yIeOHOM U MPOM3BOACTBEHHON
MPAKTHK;

UCIIONIb3YET pecypcocOeperaiye TEXHOJIOTHU B podeccrnoHaIbHOM
NI TEIbHOCTH, Ha paboueM MecTe.

HaOmronenue 3a
00yJaromumMcs BO BpeMs
TEOPETUIECKOTO
oOydeHus u
MIPOXOXKICHNS yueOHOU
MPAKTUKH.

DKcnepTHas OlleHKa
JOKYMEHTOB I10 Y4eOHOH
U NIPOU3BOJICTBEHHOM
MIPAKTHKE

OK 09. MUcnons30BaTh
HHPOPMAINOHHBIC
TEXHOJIOTUH B

OpHEHTHpYETCS B MH(YOPMAaMOHHO-KOMMYHHKAILIMOHHBIX TEXHOJIOTHSX,
NPUMEHSIEMBIX B TPO(eCCHOHAIBHO NeaTeNIbHOCTH;
NpUMEHSIET cpesicTBa MHPOPMATH3ALMK U HHPOPMAIMOHHBIX TEXHOJIOTHI

Ha6mronenue 3a
00yJaroImumMcs BO BpeMst
TEOPETUIECKOTO




poeCCHOHATBHOM
JIESITEIbHOCTH

JUISL peaiu3aliy Npo(hecCHOHABHOM AesSTeIbHOCTH;

B IPO(eCCHOHATILHOM AEATEILHOCTH UCIIOJIB3YET COBPEMEHHOE
nporpaMmHoe obecnedeHue;

npencTaBisieT HHGOPMAIUIO B Pa3IMYHBIX (JOpPMax ¢ HCIIOIb30BaHHEM
Pa3Ho00Pa3HOTO MPOTPAMMHOTO 00ECIICUeHHS,;

CIIOCOOCH aIalITUPOBATHCS B HOBBIX IIPOTPAMMHBIX IIPOIYKTAX.

oOyueHHS U
TIPOXOXKJICHUS YueOHON
MIPaKTHKH.

Bomnpocs! no pemenuo
CHUTYaI[IOHHBIX 3a7ad.
OKcriepTHas OIICHKa
JOKYMEHTOB I10 YIeOHOI
U IPOU3BOJCTBEHHOM
TIPaKTHKE.

OkcnepTHast OLeHKa
KYpPCOBOT'O IIPOEKTa

OK 10. [Tonb3oBatbes
npo¢eCCHOHATBHOM
JIOKyMEHTalueil Ha
TOCYJapCTBCHHOM U
HHOCTPaHHOM SI3BIKE

MOHUMATh OOILMI CMBIC YETKO ITPOM3HECEHHBIX BHICKa3bIBAaHUI Ha
U3BECTHBIE TeMBI (TIPOecCHOHATIbHBIE U OBITOBBIE);

MOHMMAET TeKCThl Ha 0a30BbIe PO(eCCHOHATBHBIE TEMBI;

NPUMEHSET B MPO(ECCHOHAIBHON IeITeIPHOCTH HHCTPYKIUH Ha
rOCYIapCTBEHHOM U MHOCTPAHHOM SI3BIKE;

CTPOMT MPOCTHIE BHICKA3BIBaHUS O ceOe 1 0 CBOEH Mpo(hecCHOHAIBHOM
JeATeIbHOCTH;

NHIIET IPOCTHIC CBSI3HBIC COOOIICHNUS Ha 3HAKOMBIE WIIH MHTEPECYIOIIIEe
npo¢ecCHOHABHBIC TEMBI

Habmtonexue 3a
00y4aroIumMcs BO BpeMst
TEOPETHIECKOTO
oOyueHHs u
TIPOXOXKICHUS YIeOHON
MIPaKTHKH.

Bomnpocs! o penienuro
CHUTYaI[OHHBIX 3aJad.
OKcnepTHast OLCHKA
JOKYMEHTOB IO y4eOHOi
Y IPOU3BOACTBEHHOM
HpaKTHKE

DKcnepTHas OlleHKa
KypPCOBOT'O IIPOEKTa

BI/II[ HpO(bCCCPIOHaHLHOﬁ JACATCIBbHOCTHU (<3aH.[I/ITa I/IH(i)OpMaI_lI/II/I B aBTOMATHU3HMPOBAHHBIX CUCTEMAX IMMPOTPaMMHBIMHA U IIPOTPaMMHO-arnapaTHbIMU CPEACTBAMU )

OlueHka pe3yJibTaTOB OCBOEHUS

IIpencenareins:

1IM.02 3a1uuTa l/IH(l)OpMaIlPII/[ B aBTOMATU3UPOBAHHBLIX CUCTEMAX NIPOrpaMMHLIMHU U MPOrPAaMMHO-ANNIAPATHBIMHU CPEACTBaAMU

(N.0.Damums)

(N.0.Damusms)

(N.0.Pamumnms)

OcBoeH ¢
OIICHKOIi/HE OCBOEH




